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Po3po61eHo po6odoro rpymnow y CKIaii:

1. I'epacina Omnekcannpa BonomummupiBHA, K.T.H., JOLEHT, AOICHT Kadeapu
Oesrekn iH(poOpMAaIi Ta TEICKOMYHIKAIi — KEpPIBHUK poOO0YOl TpymH, TapaHT
MPOTpPaMH.

2. Kopuienko Banepiit IBanoBuy, na.T.H., mpodecop, 3aBimyBau Kadeapu
Oe3neku 1HpopMmarlii Ta TeJIeKOMYHIKaIlli — 4jeH poOodoi rpymu.

3. Karagiit Tersna CranicnaiBHa, 1.¢.-M.H., mpodecop, nmpodecop kadenpu
Oesneku 1H(popMaIlii Ta TeJIeKOMYHIKaIlli — 4jeH poOodoi rpymu.

4. Kpyuinin Omnekcanap BonogumupoBuu, crapmmii Bukiagad kKadenpu
6e3reku iHpopMallii Ta TEIEKOMYHIKAI — YieH pobovoi rpyIiu.

5. TumodeeB Jmutpo CepriioBud, cTapiivii BUKIagad kKadeapu Oe3neku
1H(opMallii Ta TeJIEKOMYHIKaIlIi — YieH po0oYoi IPyIH.

6. boituenko Onekcanap OnekcaHapoBUY, CTyAeHT rpymu 125-20-1.

Perien3ii-BIATyKHW 30BHINIHIX CTEHKXOJACPIB:
1. byt Cepriii MuxkonailoBuy, moMIYHUK TreHepaibHoro nupekrtopa JII «Kb
«ITiBmenne» 3 Oe3MEKH.
2.€cin Banepiit MuxonaiioBuy, aupekrop TOB «CheuianbHi 3aXHCHI
CUCTEMM.
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BCTVII

OcsiTHRO-TIpOdeciiiHa TporpamMa po3podiacHa Ha ocHOBI CTaHmapTy BHIIOI
OCBITH  MiAroToBKM  OakanaBpiB  cremianbHOCTi 125 KiGepOesneka  (Haka3
MinicTepcTBa ocBith 1 Haykm Ykpainu Big 04.10.2018 Ne 1074) 3 ypaxyBaHHSM
3MiHM Ha3Bu crnemnianbHOcTi 125 KibepOe3neka ta 3axmcT iHpopmanii (IlocranoBa
Kab6inery MinictpiB Ykpainu Bix 16 rpyaus 2022 p. Ne 1392).

OcgimHbo-npoghecitina npoepama 8UKOPUCMOBYEMbCS N0 UAC:

— JTIIEH3yBaHHS CIEIiaJbHOCTI Ta aKpEeAUTAIlli OCBITHROI MPOrpaMu;

— CKJIQJIaHHS HAaBYAJIbHUX IJIaH1B;

— ¢opMmyBaHHs poOOYMX MPOrpaM HABYAIBHUX AUCIUIUTIH, CUIa0ycCiB, Iporpam
IPAKTHUK, 1HIUBIIyaIbHUX 3aBJIaHb;

— ¢opMyBaHHS 1HAUBIYaTbHUX HABYAIBHUX IJIAHIB CTY/ICHTIB,;

— po3po0JIeHHS 3aC001B JIIarHOCTUKH SIKOCT1 BUIO1 OCBITH;

— aTecTarlii 6akanaBpiB cnenianbHocTi 125 KibepOe3neka ta 3axuct iHdopmarii;

— BU3HAUYEHHSI 3MICTy HaBYaHHS B CHUCTEMI MEPEMiJArOTOBKU Ta MiABUIICHHS
KBasi(ikaiii;

— npodeciitHoi opieHTaii 3700yBaviB (axy;

— 30BHIIIHBOTO KOHTPOJIIO KOCTI MIATOTOBKHU (haxiBLIB.

Kopucmysaui ocsimuvo-npogheciiinoi npoepamu.

— 3100yBayl BUINOI OCBITH, siKi HaB4aroThcsi B HTY «/II1»;

—Bukiagaui  HTY «Il», ski  3miMCHIOIOTH  MIATOTOBKY  OakajiaBpiB
crietianbHOCTI 125 KibepOesneka Ta 3axuct iHpopMmariii;

— eK3aMeHalliiHa Kowmicia  cremianbHOoCcTi 125 KiGepbOesneka Ta  3axucr
iH(opMmarii;

— npuiiManibHa komiciss HTY «ID».

OcBIiTHS nporpaMa MOUIMPIOETHCS HA KaQeapu YHIBEPCUTETY, Kl OEpyTh y4acTb
y migroroBii (QaxiBuiB crymeHs OakamaBpa croerianbHOocTi 125 KiGepOesmeka Ta
3axucT 1HpopMmarlii.

1 ITPO®1JIb OCBITHLOI [TIPOT'PAMU

1.1 3aranbHa indopmanis

[ToBHa Ha3Ba 3aknany HarmionanpHuii TeXHIYHUM yHIBEpCUTET «/IHITPOBCHKA MOMITEXHIKAY,
BUIIOI OCBITH Ta ¢bakynpTeT iHpOpMaLifHUX TEXHOJIOTIH, Kadeapa 6e3mneku iHpopmarii
THCTUTYTY ((haKyJIbTeTy) Ta TeJIeKOMYHIKaIii

Cryninb Buoi ocBiti Ta | bakanaBp 3 ki0epOe3neku Ta 3axucty iHhopmarii
Ha3Ba KBamidikaliii MOBOIO

OpUTiHAIly

Odiniiina Ha3Ba ocBiTHROI | KibepOesmneka

Iporpamu

Tun gunaomy Ta o6csar Junnom 6akanaBpa, oquHUYHUNA. OOcAT OCBITHBO-TIpO(deciitHOT
OCBITHBOI ITpOrpamMu nporpamu 240 kpeautis EKTC.

Ha 6a3i crynenst «monoammii 6akaiaBpy (OCBITHBO-
KBaTi(DiKAIIHHOTO PiBHS «MOJIOAIINN CIEIiaIiCT») BU3HAIOTHCS Ta




nepe3apaxoBytotbes 60 kpeautieB EKTC, oTpumMaHuX B Mexax
MoTepeaHbOI OCBITHROI MPOrpaMu MiATOTOBKH MOJIOIIOTO
OakanaBpa (MOJIOIIOTO CIIeLiaNicTa).

Ha ocHoBi cTymnens «}paxoBuit Mojoammii 6akanaBpy 3aKiaaa BUIOL
OCBITH Ma€ IIpaBO BU3HATH Ta Mepe3apaxyBaT He OLIbIe HiX 60
kpenutiB EKTC, oTpuMaHuX 32 MONEPEAHBOI0 OCBITHHOIO
nporpaMoro $paxoBoi NepeBUIIIOT OCBITH.

TepMiH HaBYaHHS — HA OCHOBI MIOBHOI 3arajibHOT CEPEIHbOI OCBITH —
3 poku 10 Mics1iB; HA OCHOBI CTYIEHS «MOJIOLINH OaKaiaBp»
(ocBITHBO-KBaJTi (DiKAIIHHOTO PIBHS «MOJIOIINH CTICIIATICTY),
«(axoBuit Mmonomuit 6akanaBp» — 2 poku 10 micsis

HasiBHicTh akpeamrarii

MiHicTepcTBO OCBITH 1 Hayku Ykpainu. CepTudikar mpo aKkpeauTario
crHemiajabHOCTI £l 04002554 BIAMOBIZHO 10  PIIICHHSA
Axpenutamiitaoi kowmicii Big 2 Oepe3ns 2017 p. mpotokon Nel24
(maka3 MOH VYkpainu Big 13.03.2017 p. Ne375, na mifcraBi Hakazy
MOH Vkpainu Big 19.12.2016 Nel1565)

Crpoxk nii ceprudikara go 01 numus 2027 p.
AxkpenuTariisi OCBITHbOI IPOTPaMHU HE TIPOBOIUIIACS

Hukn/piBeHb HPK Vkpainu — 6 piBenb, FQ-EHEA — nepmmii uukn, EQF-LLL — 6
piBEHb
[lepenymoBu Ocoba Mae npaBo 3700yBaTH CTYIiHb OaKalaBpa 3a yMOBH HAasBHOCTI

B HEl MOBHOI 3arajbHOI CepeIHbOT OCBITH / CTYIEHS «MOJIOIIIHI
OaxasiaBp» (OCBITHbO-KBaJI1(DIKAIIITHOTO PIBHS «MOJIOAIINN
cremiaiicT») / cTyneHs «paxoBuil Moo OakataBp»
Oco0arBOCTI BCTYIY Ha OCBITHIO MPOrpaMy BU3HAYAIOThHCS
[TpaBunamu npuitomy 10 HarlioHanbHOTo TEXHIYHOTO YHIBEPCUTETY
«JlHIIpOBChKa MONITEXHIKa, 10 3aTBepAkeH1 BueHoro pagoro

Moga(u) BUKIJIaJaHHS

YkpaiHcpka

Tepmin il OCBITHROT
nporpamu

TepMmiH He Moxke nepeBulyBatu 3 poku 10 micsiiB Ta/abo nepion
akpenuTanii. OCBITHs Iporpama Hijjsrae neperisiay BiIoBiIHO 10
3MIH HOPMAaTHUBHOI 0a3u YKpaiHu B cdepi BUILOI OCBITH, aJie HE
piziie oHOro pa3y Ha pik

InTepuer-anpeca
MOCTIHHOTO PO3MIILICHHS
OIHCY OCBITHHOT
porpamu

http://www.bit.nmu.org.ua. ladopmariiinuii naker
3a CHEelaIbHICTIO

Ocsitai nporpamu HTVY «/II1»
http://www.nmu.org.ua/ua/content/infrastructure/structural divisions/
science met dep/educational programs/

1.2 MeTta ocBiTHBOI porpamu

[TigroToBka ¢axiBIiB 3 po3pOOKH, BUKOPUCTAHHS 1 BIPOBAIKEHHS TEXHOJIOTIHM iH(OpMaliitHoi
Ta/abo KkibepOe3nekn 13 3a0e3MEeUeHHSIM OpPraHiyHOrO IIOE€JHAHHS OCBITHBOI, HAayKOBOI Ta
IHHOBAIIMHOI JISUTBHOCTI 3 1HTETPAIi€l0 O MDKHAPOJHOTO HAYKOBO-OCBITHBOTO MPOCTOPY, sIKa
HampaBjieHa Ha 3700yTTs NOMIMOJEHMX TEOPEeTHMYHHX 1 MPAKTUYHHUX 3HaHb LI0J10 (OpMYBaHHS
3/1aTHOCTI PO3B’SA3yBaTH HAyKOB1 Ta MPaKTHUHI MpoOieMHu B o0nacTi KibepOe3nekH 13 €BOIOLIE0
OCBITHBO-HAYKOBOTO TPOCTOPY Ha MPHHLHUIAX aKaJeMi4HOI J0OPOYECHOCTI, 3araJbHOJIOACHKHX
IIHHOCTEH, HAI[IOHAJIIBHOI 1ICHTUYHOCTI Ta KPEAaTHBHOTO CTAHOBJICHHSI JIOJWHH 1 CYCIUJIBCTBA

MailOyTHBOTO.

1.3 XapakTepucTuka 0cBiTHLOI IPOrpamMu

[IpenmerHa o6macthb

12 Indopmaniitni Texnoszorii / 125 KibepOesneka Ta 3axuct



http://www.bit.nmu.org.ua/

iHpopmaii

006’ ekt nipodeciiHOT AiSNTBHOCTI BUTYCKHUKIB!

— 00'exTH 1HMOpMaTH3aIlii, BKIIOYAIOYH KOMITIOTEPHI,
aBTOMAaTH30BaHi, TEJIGKOMYHIKaIliliHi, iHpopMalliiiHi, iHpopMaIiifHO-
aHaNITH4H1, iHpOpMaIiiiHO-TeIeKOMYHIKaliiHI CHCTEMH,
iH(opMariifHi pecypcH 1 TEXHOJIOTI;

— TexHoJIorii 3a0e3neueHHs Oe3neku iHpopmaii;
— TIpoliecH yIpaBiiHHs iHpopMalliifHo Ta/abo KidepOe3neKkor
00’€KTiB, IO MiUISATalOTh 3aXUCTY.

[{is1i HABYAHHS: MATOTOBKA (haxiBIliB, 3JaTHUX BUKOPUCTOBYBATH 1
BIIPOBA/KYBATH TEXHOJOT11 iH(popMariitHoi Ta/abo kibepOe3nexH,
(dbopMyBaHHS y BUITYCKHUKIB 3/IaTHOCTI BUPIITYBaTH CKJIaIH1
Cremiaai3oBaHi 3aa4i Ta MPaKTUYHI podsieMu iH(opMaIiitHOi
Oe3mneKu.

TeopeTruHui 3MicT IpeIMETHOT 06JIaCTi.
3HAHHS:

— 3aKOHO/1aBY0{, HOPMAaTUBHO-TIPABOBOI 0a3u YKpaiHH Ta BUMOT
BIJITOBITHUX MIKHAPOJIHUX CTAHIAPTIB 1 MPAKTHK IIOAO 31HCHEHHS
npodeciitHol TISUTBHOCTI;

— MPUHIIMIIIB PO3POOKH Ta CYIPOBOY CUCTEM Ta KOMIUICKCIB
iHopMariifHoi Ta/abo KibepOe3neKky;

— Teopii, MO/IeTIel Ta MPUHIIUIIIB YIPABIIHHS TOCTYIIOM JI0
iHpopMaLiIHHUX PeCypCiB;

— Teopii cucTeM yIpaBiliHHS 1HPOopMaIliiiHO0 Ta/abo KidbepOe3neKoro;
— METOJIB Ta 3ac00iB BUSBICHHS, YIPABIiHHS Ta 11eHTUDIKAIIi]
PHU3UKIB;

— METO/IB Ta 3ac001B OIIHIOBAHHSA Ta 3a0e3MeueHHs HEOOX1IHOTO
PIBHS 3aXUIIEHOCTI 1HPOpMaIlii;

— METO/IIB Ta 3ac001B TEXHIYHOI'O Ta KPUITOTPapiuHOTO 3aXUCTY
1H(hopmarii;

— CydacHHX iHpOpManiiHO-KOMYHIKAI[IHHIX TEXHOJIOT1H;

— Cy4acCHOTO MpOorpamMHO-anapaTHoro 3abe3neyeHHs iHpopMaIiiHo-
KOMYHIKAI[IHHUX TeXHOJIOT1i;

— aBTOMAaTHU30BaHMUX CHCTEM MPOEKTYBAHHSI.

MeToau, METOAMKY Ta TEXHOJIOT1I:

Metoau, MeToauKH, 1H(POpMaLIHHO-KOMYHIKaIliiHI TEXHOJIOTIT Ta
1HIII TexHoJoT1i 3a0e3nedeHHs iHpopMaliitHoi Ta/ a00 KiGepOe3neKH.

[HCTpYMEHTH Ta 00JIaTHAHHS:

— CUCTEMH PO3pOOKH, 3a0e3MeUeHHs, MOHITOPUHTY Ta KOHTPOJIIO
nporieciB iH(opmarliiHoi Ta/ a6o0 KibepOe3neKu;

— cydacHe IporpamMHo-anaparse 3abe3nedeHss iHpopmaniiHo-
KOMYHIKAI[IITHUX T€XHOJIOT1H.

OpieHrTallis OCBITHBOL
TporpaMu

OcsiTHbO-TIpO(eciitHa, MPUKIIaJHA Ta MA€ HACTYIHI MpodeciiiHi
(cmeniamnizaniifHi) akLIEHTH:

1. ITocunena miAroToBKa B raiy3i JUCKPETHOI MaTeMaTHKH,
€JIEKTPOHIKH, PaJIOTEXHIKH, aKyCTUKH, JUCKPETHOT 00pOOKHU
iHpopMalii Joriko-MaTeMaTHYHUMH METOJaMHU Ta (Di3HKO-
TEXHIYHUMH 3aCO0aMHu;

2. ®yHnamMeHTa bHA MiATOTOBKA 11010 MTPOEKTYBAHHS, PO3POOKH,
BIIPOBA/’KEHHS Ta CYIPOBOY KOMIUIEKCHUX CHCTEM 3aXUCTY
iHpopMalii, siKka UPKYII0E Ha 00’ €KTax iHQOpMAIIHOT NisITBHOCTI




Jiep>KaBHOT Ta MPUBATHOI ()OPM BIIACHOCTI;

3. IlinroToBKa 31 CTBOPEHHS KOMIUIEKCHUX CUCTEM 3aXHCTY
iHpOopMaLifHUX MOTOKIB Y KOMYHIKAIIIHHUX Mepexkax;

4. Po3BUTOK 3HaHb y Trany3i KIOEPHETHYHOI OE31IEKH Ha OCHOBI
aHaJi3y HOBHX HaYKOBO-TEXHOJOTIYHUX 3/100YyTKIB;

5. O3HallOMJICHHS 3 HOBUMH HAIPSIMKaMU KiOepHETHYHOT Oe31eKH
JUIs HaBYaHHS 37100yBadiB BUIIOT OCBITH pO3pOOLIl iHANBITyaTbHUX
CTapTariB Ha €Tani MiAroTOBKY KBaJli(ikaIiiHOoi poOOTH.

OcHoBHUit pokyc
OCBITHBOI ITPOTPaMu

CrnenianeHa ocBita B ramy3i 12 I[ndopmaniiini  texHosorii  /
cneriansHocTi 125 KiGepbe3neka ta 3axuct iHpopmarrtii.
[ligroroBka ¢axiBLiB, 3JaTHUX pPO3POOIATH, BHKOPHCTOBYBATH i
BINPOBAKyBaTH TEXHOJIOTIT iH(pOpMaIliiiHOi Ta/abo kibepOe3neku B
iHpOpMaNiifHO-KOMYHIKALlIHHIX CHCTEMaxX Ta MEpexax.

KimrowoBi  crmoBa:  iHdopMmariiiHi  TEXHOJOTI,  yIpaBIiHHS
iHbopMamiiiHoO i KibepOe3neKor, TeXHIYHUHN 3aXUCT iH(opMartii

Oco0nuBocCTi porpaMu

HaBuanpHa, BUpOOHMYA Ta  TmepemarTecTalliiHa  MPaKTHKH
000B’si3k0Bi. [IpoBOmSATECS B  cCrEIiali30oBaHUX KOMIT IOTEPHUX
JabopaTopisix Ta KOMIT'IOTEPHHX Kiacax Kadenpw, Ha 0a3i
[IpuaHITPOBCHKOTO PETIOHANTBHOTO HAYKOBO-TEXHIYHOTO LEHTPY
TEXHIYHOTO 3aXUCTy iHpOpMaIlii, a TAKOX Ha MIIIPUEMCTBAX MicTa
ta oOnacti. OpieHTOBaHICTh Ha poO3poOKYy, BHUKOPUCTAHHA 1
BIPOBA/DKEHHST CHCTEM Ta TEXHOJOTrid iHdopMmamiiHoi Ta
KibepOe3neku iHPOKOMYHIKAIHHUX CUCTEM 1 MEpeX Ta KPUTHUIHOL
iHpopManiiiHoi IHQPaCTPYKTYpH.

1.4 llpunaTHicTh BU

lIyCKHI/IKiB A0 MPateBJAIITYBAHHA TAa NOAAJLIIOIo HABYAHHS

[IpupatHicTs 10
MpaIeBIANITYBaHHS

Bunu exonomiuHoi aisibHOCTI 32 Knacudikatopom JIK 009:2010:
Cexuis J [Hpopmarris Ta TenekoMmyHikaii,

Poznin 62 Kowmm'torepHe mnporpamyBaHHs, KOHCYJIbTYBAaHHS Ta
MOB's13aHa 3 HUMH JiSJIBHICTD

Knac 62.09 Inma npismpHICTE y cdepi iHOpMAIIHHUX TEXHOJOTIH 1
KOMI'FOTEPHHUX CHCTEM.

Tlomasnbiie HaBYaHHS

MoxnuBicTh HaBuaHHA 3a KBamidikamiiHumu piBHsmu: HPK
Yxpainu — 7, piBerb FQ-EHEA — npyruit nukn, EQF-LLL — 7 piBenb

1.5 Bukiaaganus Ta OMiHIOBaHHSA

Buxkmnaganus ta

CTYI[CHTOI_ICHTPOBB.HC HaB4YaHHsA, CaMOHaBYaHH, Hp06J'ICMHO-

HaBYaHHS Opi€HTOBaHE HaBYAHHSI.
Jlexuii, cemiHapy, IPaKTUYHI 3aHATTS, JJaOOpaTOPHI pOOOTH B MaIHMX
rpymnax, caMocCTiifHa po60Ta, KOHCYJIbTAIII] 13 BUKJIaJauyaMH.
O1iHIOBaHHS O1iHIOBaHHS HaBYAJIBHUX JIOCATHEHb CTYACHTIB 3IIMCHIOETHCS 3a

peiiTuHroBoro  mkanor (mpoxigHi OGamm  60...100) Ta 3a
IHCTUTYIIIHHOIO TIKaJIO0 («BIAMIHHO», «I00pe», «3aJ0BUIBHOY,
«HE3aJI0BLIHHOY), 110 BUKOPUCTOBYETHCS ISl KOHBEPTAIll OI[IHOK
MOOLUTBHUX CTY/IEHTIB.

OriHIOBaHHS BKJIIOYA€ BECh CIEKTP KOHTPOJIBHUX MPOUEAYp VY
3QJIGKHOCTI  BiJf KOMIIETCHTHICTHUX XapaKTEPUCTHK (3HAHHA,
YMIHHSI/HAaBUYKH, KOMYHIKaIlis, aBTOHOMIS 1 BiJIOBIIAIBHICTh)
pe3yJIbTaTIB HABYAHHS, TOCITHEHHS TKUX KOHTPOJIOETHCS.

PesynpraTi HaBuaHHS CTYIEHTa, IO BiOOpa)KalOTh NOCATHYTHM
HUM  DiBEHb KOMITETCHTHOCTEH BIJTHOCHO OYIKYBaHUX,




11eHTU(IKYIOTbCS Ta BUMIPIOIOTHCS TT1J1 YaC KOHTPOJIBHHX 3aXO0/IiB 32
JOTIOMOTOI0  KPHTEpiiB, IO  KOPENIIKWTHCA 3  ONHCAMH
kBamigikaniiaux piBHiB HarionansHol paMku kBamidikamii i
XapaKTEePU3YIOTh CIiBBiJHOIIICHHS BUMOT hif) piBHS
KOMITETEHTHOCTEH 1 MOKA3HHKIB OI[IHKU 332 PEUTHHTOBOIO MIKAJIOKO.

[lincyMKOBHIA KOHTPOJIb 3 HABYAIBHUX JUCIUIUTIH 3IHCHIOETHCS 32
pe3ylbTaTaMd  TMOTOYHOTO  KOHTPOJK  abo/Ta  OI[IHIOBaHHSM
BUKOHAHHS KOMIUIEKCHOI KOHTpPOJIbHOI poOoTu abo/Ta ycHUX
BIJIIIOBIEH.

OmniHroBaHHA pe3y/ibTaTiB MPOBOIUTHCA BiANoBiIHO 10 IlomoxenHs
YHIBEPCUTETY TPO OI[IHIOBAHHS pe3y/bTaTiB HaBYAHHS 3/100yBayiB
BUIIIO] OCBITH

@®opMa BUITYCKHOL
arecrarii

ATtecTamisi  3IIACHIOETBCS y  GOpMi  €IMHOTO  JIEPKABHOTO
KBaTi(iKaIIHHOTO ICIIUTY Ta IMYOIIYHOTO 3aXKMCTy KBamidikariiHol
poboTu OakanaBpa.

€auauii  gepKaBHUM  KBamiQiKamiMHWNA  iCIUT — Tiependadae
OILIIHIOBAHHSl JIOCSTHEHb PE3YJIbTATIB HABYAHHS, BU3HAYCHUX
craHgapToM 3a cremianbHicTIO 125 KibGepOe3neka Ta 3axucr
iHdopmartii Ta 1i€r0 OCBITHHOIO MPOTPAMOIO.

Kpamigikamiinuii  mpoekT/poboTa  mepembadae  po3B’sA3aHHS
cCreriaii3oBaHoi  3amadi B ramy3i  iHpopmamiiHOi  Ta/abo
KiOepOe3neKwy.

Pobota nepeBipsieTbesl HA HAsBHICTD IUIATIaTy 3T1IHO 3 MPOLETYPOIO,
BU3HAUYEHOI CHUCTEMOIO 3a0€3MEeUEHHs SIKOCTI OCBITHBOI JISTIBHOCTI
Ta SIKOCTI BUILOT OCBITH YHIBEPCHUTETY.

3axuct KBamidikamiiiHoi poOoTH BiAOYBA€ETHCS MPHIIOAHO Ha
3aciJlaHH1 eK3aMeHallIiHOT KOMICIi.

Kpamigikamiiina po0OoTa  ONPUITIOMHIOETHCS B pemo3uTapii
YHIBEPCHUTETY.

1.6 PecypcHe 3a0e3neueHHs peaisauii nporpamu

Crierudiuni
XapaKTEPUCTHKU
KaJIpOBOr0 3a0e3MeUeHHS

KanpoBe 3abe3mnedyeHHs BiJINOBiA€E KaJApPOBMM BHMOTraMm I0JI0
3a0e3neYeHHs] MPOBA/KEHHSI OCBITHBOI MISUIBHOCTI ISl TIEPIIOTO
(bakamaBpChKOTO) PiBHS BHILOI OCBITH BIAMOBITHO 10 JlilleH31iMHUX
YMOB MPOBA/I)KEHHS OCBITHBOI JISUTBHOCTI.

Jlo mpoBefeHHS ayIUTOPHUX 3aHATh 3AIy4aloThCsl MpodecioHamu-
npakTuky 3 [IpuaHIIpOBCHKOrO PerioHaIbHOI0 HayKOBO-TEXHIYHOTO
LEHTPY TEXHIYHOT0 3aXUCTy 1H(opMmariii.

Buknagadi mepioguyHO TOCHIIIOIOTH CBOIO IMIJATOTOBKY depes
poLelypy HiABUIICHHS KBaJli(iKallii.

Cneuundiuni
XapaKTEePUCTHKU
MaTepiaJbHO-TEXHIYHOTO
3a0e3neueHHs

MarepianbHo-TexHIYHE 3a0€3MeYeHHs] BIAMOBIAAE€ TEXHOJIOTIYHUM
BUMOTaM IOJI0 3a0€3MEUYCHHS MPOBAIKEHHS OCBITHBOI MiSIILHOCTI
JUIs Tiepioro (6akanaBpChKOIro) piBHSI BUILOI OCBITH BIANOBITHO A0
JlineH31MHUX YMOB MPOBAKEHHS OCBITHBOI JISIBHOCTI.

[linroToBKa 3a JaHOK OCBITHBOIO MPOTPAMOI0 3IIWCHIOETHCS B
naboparopisix:  eNEKTPOHIKH; KOMIT IOTEPHOTO  MOJICTIOBAHHS;
3aco00IB  TEeXHIYHOTO 3axucTy iHdopmari; kidepbe3neku 13
BUKOPDUCTaHHAM  KOMIUIEKCIB  3aco0iB  3axucty  «['pudy,
ABTOMATU30BAHOTO KOMIUIEKCY pamiomoHiTopunry "AKOP-2ITK-M",
OararodyHkuioHaTpHUX nomykoBux npuctpois ST-031P , Ilipauss”
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ta CPM-700 «Axynay.

Crnenudiuni
XapaKTePUCTUKU
iH(opMmariifHoro Ta
HaBYaJIbHO-METOHUYHOTO
3a0e3IeueHHs

1. 3abe3mneyeHicTh 610J1I0TEKH BITYM3HIHUMH Ta 3aKOPIOHHUMH
(haxoBUMH MEPIOAUYHUMHU BUAAHHSIMH BiJIOBITHOTO 200
CIOPITHEHOTO MPOQ1LII0, B TOMY YUCII B €JICKTPOHHOMY BHUTJISIJII.

2. HasBHicTh goctyny A0 6a3 JaHUX MEepioJUUHUX HAYKOBUX BUIAHb
AHTJIIICHKOIO MOBOIO BiIMIOBITHOTO a00 CIIOPITHEHOTO TTPOdiTIO.

3. HasBHicTh o(iniliHoro BeO-caiiTy 3aKiary OCBITH, Ha SKOMY
pOo3MillieHa OCHOBHA iH(OpMaITis PO HOTO MisITbHICTb.

4. HasiBHICTD €JIEKTPOHHOTO PECYpCY 3aKJaay OCBITH, SKUW MICTUTh
HaBYaJIbHO-METOJIMYHI MaTepialiv 3 IUCIUILIIH HABYAIILHOTO TUIaHY,
B TOMY YHCJIi B CUCTEMI JUCTAHIITHOrO HABYaHHS.

CrnenudiyHUMU XapaKTEPUCTUKAMH 1HPOPMAIIIHHOTO Ta HABYAJIbHO-
METOAMYHOTO 3a0€3MEeUCHHs € BUKOPUCTAHHS HAILIOHAJHHHUX Ta
MDKHApOJHHMX CTaHJAPTIB B Trayry3i iHpOpMaIiiiHoi Ta KibepOe3neKu.
MertoanuHi Matepianu po3MilieHi Ha miatdopMi AMCTaHIIHHOL
ocBitu Moodle, caiiTi kadpenpu Ta B qomarkax cepsiciB Office 365:

https://do.nmu.org.ua/course/index.php?categoryid=5.

3a HEOOXIMHOCTI 3aHATTS Ta arecralis 3700yBadiB BHIOI OCBITH
MIPOBOAATHCS 3 BUKOPUCTAaHHAM Iu1atopm Zoom ta MS Teams.

1.7 AxageMiuna MOOLILHICTH

HarmionaibHa kpeauTHa
MOOUIBHICTh

MOoXIIUBICTh YKJIaJaHHS YOl PO aKaJeMiuHy MOOUIBHICTE, PO
NO/BiifHE TUTIOMYBaHHS TOLIO

MixHapoaHa KpeAUTHA
MOOUIBHICTE

MOoXJIHBICTh YKJIaJJaHHS YTOJl PO MIKHAPOJHY MOOUIBHICTB, PO
MO/IBiiiHE TUIUIOMYBAHHSI, PO TPUBAJIl MIKHAPO/IHI IPOEKTH, L0
nepeadavyaoTh HaBYaHHS CTYJIEHTIB TOILO

MixXHapoAHY KpeAUTHY MOOLIBHICTh PErJIaMeHTYIOTh BiJIIOBITHI
JOKYMEHTH:

ITonoxeHHs o MOPSIIOK peartizallii mpaBa Ha akaJeMiuyHy
mobineHicTs HTY "/IHinpoBchka nomitexnika": http://surl.li/ajzjq
Crparerig intepHanionanizauii HTY "/[HinpoBcbka mosiTexHika'":
http://projects.nmu.org.ua/ua/Internationalisation_strategy _en_2025.p
df

[Ipouenypa BiaOOpy Ha MporpaMu akaaeMiqYHOi MOOUTBHOCTI:
http://projects.nmu.org.ua/ua/Selection procedure applied for the
selection of students and staff for mobility.pdf

JlocTynHi mporpaMu MOOIJIBHOCTI Ta YHIBEPCUTETU-NIAPTHEPU:

1. Erasmus+ K107:

- YHiBepcut Xaeny, (Icnanis);

- YuiBepcutet JleoGeny (ABcTpis);

- Yankupu Kaparekin YHiBepcutet (Typeuunna);

- BpoiutaBcbka nosiTexHika.

2. Crunennis bagen-Broprem6epr (Baden-Wurtemberg):

- YuiBepcutet Ecninreny (nmporpama — Information Technology (B));
- VuiBepcuter Poiftninreny, Himeuuunna.

3. IIporpama Typerpkux oOMiHiB MeBaHa.

HaBuaHHg 1HO3EMHUX
3100yBadiB BUIIO OCBITH

HaBuanHsi iHO3eMHHMX 3/100yBadiB BHUINOI OCBITH HE repeadayeHo.
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2 OBOB "A3KOBI KOMIIETEHTHOCTI

[aTerpanpHa KOMIETEHTHICTh OakanaBpa 31 crnenianbHocTi 125 KibepOesmneka
Ta 3axHcT iHpoOpMaIlii - 3[aTHICTh PO3B’S3yBaTH CKJIAJHI CIeliali3oBaHl 3a7adl Ta
NpakTHYHI mpoOiieMu y raimy3i 3a0e3nedeHHs iHpopMariitHoi Oe3meku i/abo
KiOepOe3nexu, M0 XapaKTepU3yeTbCsd KOMIUIEKCHICTIO Ta HEMOBHOIO BU3HAYEHICTIO

YMOB.

2.1 3araipbH1 KOMIIETEHTHOCTI 32 CTaH/apTOM BHIIOI OCBITH
\]J_Inq)p \ KomnerenTHocTi
1 2

K31 | 3patHicTh 3aCTOCOBYBATHU 3HAHHSI Y IPAKTUYHHUX CUTYALIAX

K32 3HaHHS Ta PO3YMIHHS MPEAMETHOI 001aCTi Ta pO3yMiHHS Mpodecii.

K33 3natHicTh MPOQECIHO CHUIKYBATHCS JACPKABHOIO Ta 1HO3EMHOI0 MOBAMH SK YCHO, TaK i
IHUCbMOBO.

K34 | BMmiHHS BUSIBISITH, CTABUTH Ta BUPILIYBATH MPOoOJIeMH 3a MPOodeciiiHuM CIIpsSIMYBaHHSIM.

K35 31aTHICTH /10 OUTYKY, 0OpoOJIeHHs Ta aHali3y iHdopMaIrii.

K36 31aTHICTh peani3yBaT CBOI IpaBa i OOOB’S3KM SIK YiCHA CYCIUIBLCTBA, YCBIJOMITIOBATH
IIHHOCTI TPOMAJSIHCBKOTO (BUIBHOTO JI€MOKPAaTHMYHOI'O) CYCHUIBCTBA Ta HEOOXIAHICThH
HOro cTajgoro po3BUTKY, BEpXOBEHCTBA IpaBa, MpaB 1 CBOOO JIIOAUHU 1 TPOMA/ISIHUHA B
VYkpaiHi.

K37 3naTHiCTh 30epiraTu Ta MNPUMHOXKYBaTH MOpaibHI, KYJIbTYpHi, HAyKOB1 LIHHOCTI 1
JIOCATHEHHS CYCIIbCTBA HAa OCHOBI PO3YMIHHS 1CTOpIi Ta 3aKOHOMIPHOCTEH PO3BUTKY
MpeAMETHOI 00J1acTi, i MICIISl y 3arajibHii CHCTeMI 3HaHb MPO MPUPOY 1 CYCHIIBCTBO Ta Y
PO3BHUTKY CYCHIJILCTBA, TEXHIKM 1 TEXHOJIOT1H, BUKOPUCTOBYBATH Pi3HI BUIM Ta (Gopmu
PYXOBO1 aKTHBHOCTI JJIsl aKTUBHOTO BiJATIOYMHKY Ta BEIEHHS 3/I0POBOTO CIIOCO0Y KHTTSI.

2.2 CremnianbHi ((haxoBl) KOMIETEHTHOCTI 32 CTAaHAAPTOM BHUIIO1 OCBITH
‘IHn(l)p \ KoMnereHTHOCTI
1 2

K®1 | 3naTHicTh 3aCTOCOBYBATH 3aKOHOJaBUy Ta HOPMATUBHO-TIPABOBY 0a3y, a TAKOX JIEepKaBH1
Ta MDKHApOJHI BHMOTH, MPAaKTUKA 1 CTAaHAAPTH 3 METOK 3AiiCHEeHHA mpodeciiHol
JIsUTBHOCTI B Tainy3i iHpopManiiiHoi Ta/abo KibepOe3neku.

K®2 | 3matHicTh m0 BHUKOpHCTaHHS iH(OpPMAIIITHO-KOMYHIKAIIMHUX TEXHOJIOTIH, Cy4acHUX
METOIB i Mosienelt iHpopManiiiHoi Oe3neku Ta/abo KibepOe3neKH.

K®3 | 3maTHIiCTh 10 BUKOPHCTaHHS MPOTPAMHUX Ta MPOTPAMHO-aIapaTHUX KOMILIEKCIB 3ac00iB
3axucty iH(Qopmamii B iHpOpMaLiHHO-TEIEKOMYHIKAIHHUX  (aBTOMAaTH30BaHUX)
crcTeMax.

K®4 | 3natHicTh 3a0e3neuyBaTH HEMEPEepBHICTh O13HECY 3TiIHO BCTAHOBJIEHO! MOMITUKH
iH(opMmaIliiHoi Ta/abo KibepOe3neKH.

K®5 | 3patnicte 3abe3nedyBaTvl 3axucT iHoOpMarii, mo oO0polnseTscss B iH(OpMaIiiHO-
TEJIEKOMYHIKallIMHUX (aBTOMATH30BaHMX) CHCTEMaxX 3 METOI0 peaji3allii BCTaHOBJICHOT
MOITHKY 1H(OpMaIliiHOi Ta/abo KibepOe3neKy.

K®6 | 3maTHicTh BiHOBIIIOBATH IITaTHE (YHKUIOHYBaHHs iHpopMauidHuX, iH(opMaliiiHo-
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1 2

TEJIEKOMYHIKAI[IHHUX (aBTOMAaTH30BaHUX) CHUCTEM IIICIS peajizamii 3arpo3 , 371HCHEeHHS
kiOeparak, 3001B Ta BIIMOB Pi3HUX KJIACIB Ta MOXOJKCHHSI.

K®7 | 3matHicTh BOpOBa/DKyBaTH Ta 3a0e3neuyBaTH (DYHKI[IOHYBaHHS KOMIUIEKCHUX CHCTEM
3axucTy iH(popMalii (KOMIUIEKCH HOPMAaTUBHO-TIPABOBUX, OPraHi3alliiHUX Ta TEXHIYHUX
3aco0iB 1 METOIB, TPOIIEAYP, MPAKTHYHUX TPUHOMIB Ta iH.)

K®8 | 3matHicts  3ailiCHIOBaTH  MPOLEAYPU  YHOPABIIHHA  IHUWACHTAMH,  IPOBOJIUTH
po3cyiyBaHHs, HQJABaTH M OIIHKY.

K®9 | 3partnicte 3ailicHioBaTH mnpodeciiiHy HisUIbHICTP Ha OCHOBI BIIPOBAPKEHOI CHCTEMH
ynpasiaiHHs iHQopMalliiiHO Ta/abo KibepOe3neKoro.

K®10 | 3maTHiCTh 3aCTOCOBYBAaTH METOIU Ta 3aCO0M KpUITOrpadiqHOTrO Ta TEXHIYHOTO 3aXUCTY
iHdopmartii Ha 00’ ekTax 1HPOPMAIIHHOI TiSTTLHOCTI.

K®11 | 3naTHiCTh BHUKOHYBaTH MOHITOPMHT TpoleciB  (QyHKIiOHYyBaHHS iH(OpMaLIHHUX,
iH(pOpMaLiifHO-TEIeKOMYHIKAIHHIX (aBTOMAaTH30BAHMUX) CHCTEM 3TiJIHO BCTAHOBJIEHOI
NOJIITHKH iH(opMaIiitHoi Ta/abo KibepOe3neKH.

K®12 | 3naTHicTh aHANi3yBaTH, BHSBJIATA Ta OI[IHIOBATH MOJJIMBI 3arpo3u, ypas3lIMBOCTI Ta
necTaluni3yroyi YMHHHUKH 1H(opMaliiiHOMYy HpocTopy Ta iHOpMaIiiHUM pecypcam
3riJHO 3 BCTAHOBJICHOIO MOJIITUKOIO iH(OpMAIIiiHOT Ta/ab0 KibepOe3neKH.

3 HOPMATHBHUI 3MICT ITIAT OTOBKU, COGOPMYJIbOBAHUN Y
TEPMIHAX PE3VJIbTATIB HABUAHHA

Kinmesi, miCcyMKOBI Ta IHTETpaTWBHI pe3yJbTaTH HaBYaHHS OakaiaBpa 3i
cnemianbHocTi 125 KiGepOesneka Ta 3axucT iHdopmalii, 0 BU3HAYAIOTH
HOPMATHBHUM 3MICT MIATOTOBKUA 1 KOPEIIOIOTHCS 3 TMEPEeNiKOM 3arajibHUX 1
CHEIIaIbHAX KOMIIETEHTHOCTEH, TIOJJaHO HUXKYE.

Pe3yHLTaTI/I HaBYaHHHA

Hudp

1 2

PH1 AmHanizyBaTH, apryMeHTYBaTH, NpUHMaTH pilleHHs TMpH po3B’A3aHHI CKJIAJHUX
CHeIlayli30BaHMX 3aJa4 Ta MPaKTUYHUX MpolieM Yy mnpodeciiiHii TisIbHOCTI, SKi
XapaKTepU3YIOThCS KOMITJIEKCHICTIO Ta HEMOBHOK BHU3HAYEHICTIO YMOB, BiJIIOBiATH 3a
IPUMHSITI PIICHHS;

PH2 ApnanTyBaTucs B yMOBax 4acToi 3MIHHM TeXHOJOriM mpodeciiiHoi  AisSUIbHOCTI,
IPOTHO3YBATH KiHIIEBUHA pPE3yJIbTaT;

PH3 3acTOCOBYBAaTH 3HAHHS JCP)KABHOI Ta 1HO3EMHHUX MOB 3 METOK 3a0e3MeueHHS
epeKTUBHOCTI npodeciiiHoi KOMYHIKaIlii,

PH4 OpranizoByBaTH BiacHy mpodeciiiHy isUIbHICTb, OOMpPATH ONTUMAalbHI METOIU Ta
CHoco0u poO3B’sI3yBaHHS CKJIQIHMX CIIELiali30BaHUX 3a7ay Ta MPAKTUYHUX MPOOJIEM y
npodeciiHii AisUIbHOCTI, OI[IHIOBATH 1XHIO €(EKTUBHICTb;

PH5 BukopucroByBaTH pe3ynbTaTH CaMOCTIHHOTO MOLIYKY, aHaJi3y Ta CUHTe3y iHpopmarii 3
pI3HUX JoKepen JUisi e(eKTUBHOro pIlIeHHs CHeliali30BaHuX 3afad mpodeciiiHol
IISIIBHOCTI,

PHG6 PeanizyBatu cBoi mpaBa i OOOB’SI3KM SIK 4YJieHA CYCITUIBCTBA, YCBIJIOMIIIOBATH I[IHHOCTI
IPOMAJSHCHKOrO (BUIBHOTO JEMOKPATUYHOIO) CYCHUIbCTBA Ta HEOOXITHICTH HOTrO
CTaJioro PO3BUTKY, BEPXOBEHCTBa IpaBa, MpaB 1 CBOOOJ JIOAWHU 1 TPOMaAsSHUHA B
VYkpaiHi.

- KPUTHYHO OCMHCIIFOBATH OCHOBHI T€Opii, MPUHITUIINA, METOAM 1 MOHATTS Y HaBYaHHI Ta
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npodeciiiHii TisTIbHOCTI;

PH/

JisiTh Ha OCHOBI 3aKOHOJAaBUOi Ta HOPMATHUBHO-NIPaBOBOi 0a3um YKpaiHM Ta BHMOT
BIJIMOBIIHUX CTAHJAPTIB, Y TOMY YHUCII MDKHApOJAHHUX B rajy3i iHpopmariitHoi Ta /abo
KiOepOe3neKH.

PHS

- TOTYBaTH TMPOIO3HUIIi JO HOPMATHBHUX aKTIB 1 JOKYMEHTIB 3 METOI 3a0e3TNeUCHHS
BCTAHOBJICHOT MOJIITHKY 1H(OpMaIiiiHoi Oe3mneku 1 \abo kidepOesneku;

- PO3pOOIISATH TPOCKTHY JOKYMEHTAIIF0, MO0 MPOTPaMHUX Ta MPOTrPaMHO-arapaTHUX
KOMIIJICKCIB 3aXUCTY iHpOpMaLiiHUX, iH(pOpMaNiifHO-TeTeKOMYHIKalIHHIX
(aBTOMaTH30BaHUX) CUCTEM;

- BUKOHYBaTH aHalli3 peamizamii mnpuitHATOI TNOMTHKH iH(popMamiiiHoi 1 /abo
KibepOesneKu.

- BUKOHYBAaTH aHATI3 3B’SA3KIB MDK iH(QOpPMAIMHMMH TpOIECAMH HA BLIIAJICHHX
00YHCITIOBAIBHUX CUCTEMAX;

PH9

- 3IilcHIOBaTH NpoQeciiHy AisUTPHICTP HAa OCHOBI 3HAaHb CydYacHHX iHQOpMaIiifHO-
KOMYHIKaI[IHHUX TEXHOJIOTIH;

- pO3poOJIATH Ta aHANI3yBaTH MPOCKTH I1HPOPMAIIHO-TEICKOMYHIKAIlIMHAX CHCTEM
0a3yrounch HA CTAHIAPTU30BAHUX TEXHOJIOTIAX Ta MIPOTOKOJIAX Mepeaayi JaHUX;

- 3aCTOCOBYBaTH B mpo(eciiiHiil MisSUIBHOCTI 3HAHHS, HABUYKH Ta TPAKTHKH, MIOAO
CTPYKTYP CYYaCHHX OOYHMCIIIOBAIBLHUX CHCTEM, METOIIB 1 3ac00iB 00poOKku iHpopMariii,
apXIiTEKTyp OMepaIiiHuX CUCTEM;

- 3JIMCHIOBAaTH 3aXHMCT PECYpPCiB 1 MIpOILECiB B 1H(POPMALIHHO-TEIEKOMYHIKAIIHHIX
crucTeMax Ha OCHOBI Mojenell Oe3neku (KIHIEBUX aBTOMATIB, YHNPABIiHHS MOTOKaMH,
Bell-LaPadula, Biba, Clark-Wilson, Ta inmi), a TakoX BCTaHOBJICHHX PEKUMIB
6e3nevyHoro (GyHKI[IOHYBaHHS 1H(OpMaLIHHO-TENIEKOMYHIKAIIITHIX CUCTEMAX;

- BUKOHYBAaTH aHalli3 MPOrpaMHOro 3a0e3leueHHs 3 METOK OI[IHKM Ha BiAMOBIIHICTH
BCTAHOBJICHUM BUMOraMm iHpopmariitnoi i\abo kibepOesneku B iHPOpMAIiHHO
TEJIEKOMYHIKaIlIHHUX CUCTEMaXx.

- BIPOBA)KYBaTH TpPOIECH, IO Oa3ylOThCS Ha HAIIOHAJBHUX Ta MDKHAPOJAHHUX
CTaHJapTaX, BUSBICHHsS, ineHTHdiKalii, aHami3y Ta pearyBaHHsS Ha IHIUACHTU
iH(opMarliifHoi Ta/abo KibepOe3neku;

PHI10

- 3abe3neuyBaTu poLecu 3aXUCTY iH(pOopMalifHO-TeleKOMYHIKalIHHIX
(aBTOMaTH30BaHUX) CHCTEM MLUISIXOM BCTAHOBJIEHHS Ta KOPEKTHOI eKCIuTyaTallil
IPOTpaMHHUX Ta MPOTrpaMHO-aNlapaTHUX KOMIUIEKCIB 3ac001B 3aXHCTY;

- 3a0e3nevyyBatH (PYHKI[IOHYBaHHS CHEIIaIbHOTO MPOTPAMHOIO 3a0€3MEeUeHHs], 1010
3aXUCTy  JAaHUX BiJ pYyHHYIOUMX MPOTPaAMHUX BIUIMBIB, PYHHYIOUMX KOJIIB B
iH(dopMaLiiHuX, IHPOpPMaLIfHO-TeIEKOMYHIKAI[IHHIX (aBTOMAaTH30BaHUX ) CUCTEMAX;

- BUKOHYBaTH po3po0OKY eKCITyaTaliiHo1 JOKyMeHTallii Ha KOMIUIEKCIB 3ac00iB 3aXHUCTY.

PHI11

- BUpINIYBaTHU 3ajadl CynpoBOY (B.T. YUCII: OTJISM, TECTYBaHHS, MIA3BITHICTh) CUCTEMU
YIpaBJIiHHS JOCTYIOM 3T1HO MPUHLMIIB, KPUTEPIiB JOCTYIY Ta BCTAHOBJIEHOI MOJITUKU
Oe3neku B iHGOpMaLIHUX Ta 1HQOPMAIIIHO-TEIEKOMYHIKAIIHHUX (aBTOMAaTH30BAHUX )
cucreMax;

- peayi3oByBaTH 3axOId 3 TPOTHAIl OTPUMAHHIO HECAHKIIOHOBAHOTO  JIOCTYILY [0
iHpopMaliifHUX pecypciB 1 mpoueciB B iHpopMmamiiHUX Ta  iH(pOpMauiiHO-
TEJIeKOMYHIKalIHHUX (aBTOMAaTU30BAHUX) CHCTEMAX;

- BUPILIYBATH 3a/1a4i yNpPaBJIiHHA JOCTYNOM J0 iHpOpMaLiifHUX pecypciB Ta MpOIECiB B
iHpopManiiHuX Ta 1HGOPMAIIHO-TETEKOMYHIKAIIHHUX (aBTOMAaTH30BaHUX) CHUCTEMaxX
Ha OCHOBI MOJieJNiel yIpaBIiHHS JOCTYNOM (MaHJaTHUX, JUCKPEIIHUX, POIbOBUX);

- BHpIIIYBaTH 3aJadl IIEHTPAJTi30BaHOTO 1 JACICHTPAJI30BaHOTO aaMIHICTPYBaHHSI
JOCTYNIOM 10 iH(OpMaLiiHUX pecypciB 1 mpoieciB B iHGpOpMaLiiHUX Ta iHpopMaLiiHO-
TEJCKOMYHIKAIITHUX (aBTOMAaTH30BaHUX ) CHCTEMAX
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- 3a0e3mevyBaTy BBEJACHHS IMI3BITHOCTI CHCTEMH YIIPaBJIIHHSA JTOCTYIOM 1HGOpMAIiHUX
pecypciB 1 mporieciB B iHPOpMAIiiHO-TEICKOMYHIKAIIMHUX CHCTEMaX,
- PO3pOOJIATH MOJIEIIi 3arpo3 Ta MOPYIITHHUKA.

PHI12

- o0upaTtu OCHOBHI METOAM Ta 3acobu 3axucTy iH(popmamii BiIMOBIIHO 1O BUMOT
CydyacHHMX CTaHAapTiB iHdopmaliiiHoi Ta/abo kiOepOe3meku, Ta KPHUTEpiiB Oe3MeKu
iH(pOpMaLIfHUX TEXHOJIOTIH, 3aCTOCOBYIOUYM CHCTEMHHUH MiAXiJ Ta 3HaHHS OCHOB TEOpii
3axXUCTy iHpOopMarlii;

- BUpIIIYBaTH 3a4ayl YOpPaBIiHHS Mpoueaypamu ineHTtudikamii, aBTeHTHIKALI,
aBTOpM3allii, KOpUCTyBadiB 1 TpormeciB B iHpopMamiiHuX Ta 1H(OpMAaIIHHO-
TEJICKOMYHIKallIHUX (aBTOMATH30BaHMX ) CHCTEMAX;

- TPOEKTyBaTH Ta peali3yBaTH KOMIUIEKCHI CHCTeMH 3axucTty iHdopmarii B
ABTOMATH30BaHMUX CHCTEMax oOprasizamii (MiANpPHEMCTBA) BIAMOBIAHO O BHUMOT
HOPMATHBHUX JIOKYMEHTIB CHCTEMH TEXHIYHOI'O 3aXHUCTY 1H(OpMaIlii;

- BHpIIIYBaTH 3ajadi 3axHCTy IOTOKIB MaHWX B I1H(QOpMaLidHUX, iH(OpMAIiHO-
TEJCKOMYHIKAIIHUX (aBTOMAaTH30BaHUX ) CHCTEMAX;

- BU3HAYaTU pIBEHb 3aXHUIICHOCTI 1HQOpPMALIHHUX pecypciB B iH(pOpMAIiMHUX Ta
iHpopMaIifHO-TEICKOMYHIKaIMHKX (aBTOMATHU30BaHHUX ) CUCTEMAX;

- BHUKOPHCTOBYBATH IHCTPYMEHTQJIbHI 3acO0M OI[IHIOBAaHHS MOXIIMBOCTI peaii3arii
MOTEHIIHHUX ~ 3arpo3  iHdopmamii, 1mo  oO0poOaseThcss B iHPOpPMALIHHO-
TEJIEKOMYHIKaIlIHHIX (aBTOMATH30BAaHMX ) CUCTEMAX.

PHI13

- BHIIIYBaTH 3aJladi YIPaBJiHHS IpoIecamMu 3a0e3leueHHs Oe3repepBHOCTI Oi3HECY 3
BUKOPUCTAHHSM IPOIEIYp pe3epBYBaHHS MPOTrpaMHOro 3a0e3redeHHs Ta O0e31mocepeHbO
iH(popMalifHUX pecypciB;

- BUpIIIYBaTH 3aJladl KOPEKIii Lijel, cTpaTeriii, miaHiB 3a0e3nedeHHs 0e3nepepBHOCTI
613Hec mpolieciB Mmicis 3IHCHEeHHs KibepaTak, 3001B Ta BiIMOB pi3HUX KJIACIB.

- CTBOPIOBATH 1 BIPOBAIKYBATH IUIAHU Mpoliecy 3ade3neueHHs Oe3nepepBHOCTI Oi3HECY;
- BUKOHYBaTH aHali3 HaJalITyBaHb e€JEMEHTIB iH(OpMaliifHUX CUCTeM Ta
KOMYHIKAI[IHOTO 00JaHaHHS;

PHI14

- BUpIIIYBAaTU 3a7ayi CYNpPOBOJY Ta BIPOBAPKEHHS KOMIUJIEKCHUX CHUCTEM 3aXHUCTY
iH(dopMallii, a TaKkoXX NPOTHAIl HECAHKIIIOHOBAHOMY JIOCTYIy IO PECYPCIB 1 IPOLECIB B
iHpopManiifHuX Ta iH(OopMaliitHO-TeNeKOMYHIKAIlIfHUX (aBTOMATH30BaHUX) CHCTEMaXx;
- 37iiiCHIOBATH OIIHKY pIBHSA 3axuIIEHOCTI 1HGopMalii 1o oOpoOaseThCs B
1H(pOpMalifHO-TEeIEeKOMYHIKALIHHUX CHCTEMax BUKOPUCTOBYBATU IHCTPYMEHTANbHI
3aco0M OLIIHIOBAHHS Ta 1H.) HASIBHOCTI MMOTEHLIMHUX BPA3JIMBOCTEH;

- BUpIlIyBaTH 3ajadi yNpaBJIiHHA KOMIUIEKCHOIO CHUCTEMOIO 3aXHCTy iH(popmarlii B
iHdopMaLiiHUX Ta 1H(OPMaLIHHO-TENTEKOMYHIKAI[IHHIX (aBTOMAaTHU30BaHUX) CHCTEMaXx;
- BUpINIYBAaTH 3aJadl EKCIEePTHU3H, BHUIPOOYBAHHS KOMIUIEKCHUX CHCTEM 3aXHCTy
iHdopmarii

PHI15

- BUpIIIyBaTH 3ajadi IOMEpPEKEHHA Ta BUSABJIEHHS, 1leHTH(]IKalii, aHamizy Ta
pearyBaHHS Ha IHIMJAEHTH B  1HGOpMaliiHUX, 1HQOpPMAIIITHO-TEIEeKOMYHIKaIHHUX
(aBTOMaTHU30BaHMX) CUCTEMAX;

- IPOBOJMUTH PO3CIIAYBaHHS 1HIMAEHTIB iHpopMaliiiHoi Oe3neku Ta/abo kidepOe3nexu
0a3ylounch Ha HAIlOHAIPHUX Ta MDKHApOJHUX PETYIIOIOUYUX aKTax, Mpolenypax Ta
MOJIOXKEHHSX B cdepl iHopmaliiiiHoi Oe3reku Ta/adbo kibepOesnexu;

- 3a0e3nevyBaTH JOTPUMAHHS IIOJITHUKU BEAEHHS JKypHAIIB peecTpauii moaiid Ta
IHIIMJICHTIB 3 BCTAHOBJICHUM PIBHEM JeTali3allii;

PHI16

- 3a0e3neuyBaTu Oe3nepepBHICTh Oi3HEC MpoLECciB opraxizamii Ha 6a3i Teopii pU3MKIB Ta
CHUCTEMHU YIpaBIiHHA 1HPOpPMAIIHHOI O€3MEeKOI0, 3T1IHO BITUM3HSIHUX Ta MDKHAPOIHUX
BUMOT 1 CTaH/IapTIB;

- 3a0e3meuyBaTd (DYHKIIOHYBAHHS CHCTEMH YIpaBiiHHS iH(opMarliiifHo Ta\abo
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KibepOe3nmekor opraHizamii Ha OCHOBI KepyBaHHS 1H(GOpMAI[iHHUMU pPHU3HUKaMH,
3IIMCHEHHS IPOIEAYD iX KIJTBKICHOTO 1 SIKICHOTO OIIHKU;

PHI17

- aHaJII3yBaTH Ta BU3HAYATH MOXJIMBICTh 3aCTOCYBaHHS TE€XHOJIOT1, METO/IB Ta 3ac00IB
KpunrorpadiuHoro 3axucty iHpopmartii;

- aHaJIi3yBaTH Ta BU3HAYATH MOXJIMBICTH 3aCTOCYBaHHS TEXHOJIOTIH, METOJIIB Ta 3aC001B
TEXHIYHOTO 3aXUCTY 1H(pOpMAaLii;

- BUSBJIATH HeOE3IE€YHI CUTHAIM TEXHIYHUX 3aC00iB;

- BUMIpIOBaTH TlapaMeTpy HEOE3MEeYHMX Ta 3aBaJlOBUX CHUTHANIB MiJ 4ac
IHCTPYMEHTAJIBHOTO KOHTPOJIIO 3aXUIIEHOCTI 1H(oOpMarlii Bil BHUTOKY TEXHIYHUMHU
KaHaJaMu,

- BU3HauaTH €QEKTHBHICTh 3aXUCTy iH(OpMAIl BiJi BUTOKY TEXHIYHUMH KaHAJIAMH
BIJIMIOBITHO JI0 BUMOI HOPMATHBHHX JIOKYMEHTIB CHCTEMH TEXHIYHOTO 3aXHUCTy
iH(opmarrii;

- IHTepPIPETYBATH PE3YJIbTATH MPOBEJACHHS CIICHiabHUX BHUMIPIOBAHb 3 BUKOPHUCTAHHSIM
TEXHIYHUX 3ac00iB, KOHTPOJIIO XapaKTEPUCTHUK 1H(OpMaIiHHO-TEICKOMYHIKAIHHIX
CUCTEM BIJIIOBIHO 10 BUMOT HOPMATHBHHX JIOKyMEHTIB CUCTEMH TEXHIYHOTO 3aXHCTy
iH(opmarrii;

- OOTpYHTOBYBaTH MOXIJIMBICTh CTBOPEHHS TEXHIYHMX KaHAJIIB BHTOKY iH(oOpMmarii Ha
00’ekTax iHpOpMaIiiHOI JiSATLHOCTI;

- BIOPOBAPKYBAaTH 3aXOJHM Ta 3aCO0M TEXHIYHOTO 3aXUCTy iHQOpMaIlii Bi BHUTOKY
TEXHIYHHMHU KaHAJIaMH;

PH18

- 3a0e3neuyBaTy IpoIecH MOHITOPUHTY AOCTYIY IO PECypCiB 1 mpoueciB iHpopmaiiitHO-
TEJIEKOMYHIKaIlIHHIX CUCTEM;

- 3a0e3ne4yBaTH KOH(ITYpYBaHHS Ta (DYHKIIIOHYBaHHSI CUCTEM MOHITOPUHIY PECYPCIB Ta
polleciB B iHQOpMaLiifHO-TETIEKOMYHIKAIIIMHIX CUCTEMaX;

PHI19

- BUKOHYBaTH BIPOBA/DKCHHS Ta TIATPUMKY CHCTEM BHSIBICHHS BTOPTHEHb Ta
BUKOPUCTOBYBAaTH KOMIUJIEKCH 3aXHCTy Ui 3a0e3ledeHHs HEeOoOXIJHOTro piBHSA
3axunieHocTi iHgopmauii B 1HGOpMaliiHUX, 1HQOPMAaIIIHO-TEIeKOMYHIKAIHHUX
(aBTOMaTH30BaHUX) CUCTEMAX;

- aHaji3yBaTH €(EKTUBHICTh CHUCTEM BHSBJICHHS Ta MPOTUIIl HECAHKI[IOHOBAHOMY
JOCTYIY J0 PecypciB i mpoiieciB B iHPOpMaIliitHO-TEIEKOMYHIKAIIHHUX CUCTEMAX;

- aHAJTI3YBaTH Ta BIPOBA/HKYBATH CUCTEMH 3aXHCTY BiJ] 3JIOBMUCHUX MMPOTPAMHHX KOJTiB.

4 PO3IIOALI PE3VYJIBTATIB HABUAHHA 3A OCBITHIMU
KOMIIOHEHTAMUA

Hudp

HaiimenyBaHHsI OCBiTHiX

PesyiabTaTH HaBYaHHA .
KOMIIOHEHTIB

2 | 3

1 OBOB’SAI3KOBA YACTHUHA

PH1

AHani3yBaTH, apryMeHTyBaTu, npuiimMatu pimenHs npu|lliHHicHI koMmneTeHii ¢paxiBius
pO3B’SI3aHHI  CKJIQJHUX  CHeljiani3oBaHux 3ajgad  TaBerym no daxy

MPaKTUYHUX TpobieM y mpodeciiHiil AisuibHOCTI, sKillpakTuka HaBUalbHA
XapaKTepU3YIOThC ~ KOMIUIEKCHICTIO Ta  HEIIOBHOIO|KOMITIOTEpPHA

BH3HAYCHICTIO YMOB, BiNIOBIaTH 33 NPUHHATI pilieHHs; |[IpakTuka TexHOJIOTIYHA
BupoOHnya npakTuka

PH2

AJanTyBaTUCA B yMOBaxX dYacToi 3MiHM TexHooriil[iHHiCHI KoMmeTeHIIiT (haxiBIist
npodeciifHol  MiAIBHOCTI, NPOTHO3YBaTH  KiHIEeBHH|BeTyn 1o daxy
pe3yIIbTaT;
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3

PH3

3acTOCOBYBAaTH 3HAaHHS JEp)KaBHOI Ta IHO3EMHHX MOB 3
METOI0  3a0e3neueHHs  e(eKTUBHOCTI  IpodeciiHof]
KOMYHIKarlii

YKpaiHcbka MOBa

[HO3eMHa MOBa mpodeciitHoro
crpsiMyBaHHs (aHTJIIChKA /
HiMenbKa / (paHIly3bKa)

PH4

OpranizoByBaTd  BJacHy  MpoQeciiHy  IisUIBHICTB,
o0MpaTH ONTHMAaJIbHI METOJM Ta CIOCOOM PO3B’SI3yBaHHS
CKJIAJHUX  CIEI[ialli30BaHUX 3aJa4 Ta MPAKTHYHUX
npobiieM y mpodeciiiHiid MisTTbHOCTI, OIHIOBATH iXHIO
e(EeKTUBHICTb;

L{innicH1 KommneTeHIii paxiBIt
[IpaBo3HaBCTBO
[{uBiapHA Oe3meka

PHS

BukopuCTOBYBaTH pe3yJbTaTH CaMOCTIHHOTO IOIIYKY,
aHayizy Ta cuHTe3y iHpopmamii 3 Pi3HUX HKepen IS
€(heKTUBHOTO pileHHs cIreniajgi3oBaHuX 3amay
npodeciifHOl MisITBbHOCTI,

[{innicH1 kommeTeHIii paxiBIst
Berymn 1o daxy

PHO6

PeanmizyBat cBOi mpaBa 1 OOOB’SI3KM SK 4ICHA
CYCIJIBCTBA, YCBIAOMIIIOBATH I[IHHOCTI TPOMAISTHCHKOTO
(BLIBHOTO JIEMOKPATUIHOTO) CYCITUIBCTBA Ta
HEOOXITHICTh HOro CTajnoro po3BUTKY, BEPXOBEHCTBA
paBa, IpaB 1 cBOOO/I JIIOAMHHU 1 TPOMaJISHUHA B YKpaiHi.

[{uBini3amiifHi mporecy B
YKpaiHChKOMY CYCH1IBCTBI
LliHHICHI KOMITETEHIII1 (haxXiBIis
di3uvHa KyJabTYypa Ta CIOPT

PH7

JlisiT Ha OCHOBI 3aKOHO/IaBY0i Ta HOPMATHBHO-IIPABOBO]]
0a3u YkpaiHu Ta BUMOT BIJAMOBIIHUX CTaHAAPTIB, Y TOMY
9YHCIl MDKHApOJHUX B Tranmy3i iHdopmarmiiiHoi Ta /abo
KiOepOe3neKHy.

[{mBiTi3amiiiHi porecH B
YKpaTHCHKOMY CYCIIJIbCTBI
[IpaBo3HABCTBO

PHS

- TOTyBaTH TMpOMO3MILIi [0 HOPMATUBHHUX aKTIB 1
JOKYMEHTIB 3 METOI0 3a0e3leYeHHs BCTAHOBIIEHOI
moJIiTHKY iH(opMarltiitHoi 0e3meku i \abo kibepoOe3mneku;

- po3poONATH  HPOEKTHY  JOKYMEHTAIlilo,  II0J0
MpPOTpaMHHAX Ta MPOTPaMHO-AapaTHUX  KOMIUIEKCIB
3aXUCTY iH(popMaliifHuX, 1H(pOopMaliitHO-
TEJIEKOMYHIKAlIMHUX (aBTOMaTU30BaHUX) CUCTEM;

- BUKOHYBaTH aHalli3 peami3amii NpUHHATOI MOMITUKU
1H(dopMaliiHO] 1 /a00 KibepOe3neKH.

OcHoBH Kib6epOe3mneku Ta
3axucTy iHdopmarii
Kibepzaxuct

KomIuiekcH1 cucTeMH 3aXUCTy
1Hpopmarii

PH9

- 3ailicHIOBaTH MpodeciiiHy AiAIbHICTh Ha OCHOBI 3HaHb
Cy4JacHMX 1H(OpMalIHHO-KOMYHIKAllIHHUX TEXHOJIOT1H;

- po3po0ATH Ta aHai3yBaTH IMpPOEKTH iHopMaliiHO-
TEJIeKOMYHIKaLIHHUX CUCTEM 0a3yr4nch Ha
CTaHJAPTU30BAHUX TEXHOJIOTISAX Ta MPOTOKOJIAX Mepeaayi
TaHUX;

- 3aCTOCOBYBaTH B MNpodeciiHiil IiSIBHOCTI 3HAHHA,
HAaBUYKH Ta TMPAKTHKH, IIOJ0 CTPYKTYp CydYacHHX
OOYHCITIOBAILHUX CHUCTEM, METOMIB 1 3ac00iB 0OpOOKH
1H(popMallii, apXITEKTyp ONepaliiiHuX CUCTEM;

- 3IIHCHIOBATM 3axUCT pecypciB 1 TMpoLeciB B
1H(OpMaIIHHO-TEIEKOMYHIKAIlIMHIX CHCTEMax Ha OCHOBI
Mojiesielt  Oe3meku (KIHIIEBUX aBTOMATIB, YIPaBIiHHSA
norokamu, Bell-LaPadula, Biba, Clark-Wilson, Ta inmri), aj

TaKOX BCTAHOBJIEHUX PEKUMIB 0e3rneyHoro
¢dbyHKIIOHYBaHHS ~ 1H(MOpPMAIIHHO-TEIIEKOMYHIKAIIHHUX
cHcTeMax;

- BHUKOHYBAaTH aHaJi3 NPOrpaMHOro 3a0e3MedeHHS 3

Buma Mmatematuka
Teopis iiMoBipHOCTEN Ta
MaTeMaTH4YHa CTaTHCTUKA
CrieuianpHi po3 iy 3
MaTeMaTHKU
Kibepzaxuct
[adopmariiitai TexHOIOTIT
MepexeBi TEXHOJIOTIT 1
IIPOTOKOJIN

ApPXITEKTYpa KOMIT IOTEPIB
OnepariiiiHi cuCTEMHU
[IpakTka HaBUaIbHA
KOMII'FOTEPHA

[IpakTuka TeXHOIOT1YHA

METOI0 OLIHKW HA BiANOBIIHICTH BCTAHOBJIEHUM BUMOTaM
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iH(opMmartiiHoi i\abo KibepOe3nexku B
iHpopMaLiHHOTEICKOMYHIKAIHHUX CUCTEMAaX.

PHI10

- 3a0e3meuyyBaTH MPOIECH 3aXUCTy 1H(OpPMAIiiHO-
TEJICKOMYHIKaIlIHHUX (aBTOMAaTH30BaHUX)  CHUCTEM
[UIIXOM BCTAHOBJEHHS Ta KOPEKTHOI eKcIUTyaTalil
MpPOrpaMHUX Ta MPOrPAMHO-AMAPATHUX  KOMILJICKCIB
3ac001B 3aXHCTY;

- 3abe3meuyBaTH  (PYHKIIIOHYBaHHS  CIHEIIaJIbHOTO
[POrpaMHOT0 3a0e3MeyYeHHs], O0A0 3aXUCTy JaHHUX Bij
PYWHYIOUMX TPOTPAMHUX BIUIMBIB, PYWHYIOUHX KOJIB B
iH}OopMaIIiHUX, 1H(}OopMaIiHHO-TEIEKOMYHIKAIIHHUX
(aBTOMaTHU30BaHUX ) CUCTEMAX;

- BUKOHYBAaTH PO3pPOOKY EKCILTyaTaliiHOl AOKyMeHTAIlil
Ha KOMIUICKCIB 3aC00iIB 3aXHUCTY.

di3zuka

[IporpamMyBaHHS 1 AITOPUTMIYHI
MOBH

KiGep3axuct

[TpukiaHa KPUIITOJIOTIS
Ludposa creranorpadis

PHI11

- BHUpINIyBaTH 3aj4ayi CympoBoAy (B.T. YHUCIHi: OLJIAL,
TECTYBaHHS,  IIJA3BITHICTB)  CHCTEMH  YIPaBIiHHS
JOCTYIIOM 3TiIHO TPUHIUIIB, KPUTEPIiB [IOCTymy Ta
BCTAaHOBJICHOT MOJITHUKK Oe3neKd B iHPOpMaLmiiHUX Ta|
iH(pOpMaLIHO-TETIEKOMYHIKAIIHHUX (aBTOMaTH30BaHMX)
cCHCTEMax;

- peali3oByBaTH 3axOAM 3 HPOTHIIl OTPUMAHHIO
HECAHKIIIOHOBAHOTO JnocTyny a0 iHhopMariiftHux
pecypciB 1 mpolieciB B iHpopMaLiiHuX Ta iH(GopMariitHo-
TEJIEKOMYHIKAllIMHUX (aBTOMAaTH30BaHMUX) CUCTEMAX;

- BUpIIIyBaTH 33Jayl  YOPaBIiHHS JOCTYHNOM JO
1H(pOopMaLIHHUX pecypciB Ta MPOLECiB B 1H(GOpMaLIHHUX
Ta iHpOopMaLiHHO-TeIeKOMYHIKaIlIHHIX
(aBTOMaTH30BaHUX) CHUCTEMax Ha OCHOBI Mojenei
yIpaBIiHHSA  JOCTYNOM (MaHIAaTHHUX, JUCKPEIiHUX,
POJILOBUX);

- BUPILIYBAaTH 3ajaui LIEHTPaJli30BaHOTI'0 1
JEIeHTPaII30BaHOr0 a/JIMIHICTPYBaHHS JOCTYIIOM  JO
iHpopMaLiiHUX pecypciB 1 MpoleciB B iHpopMaliiHUX Ta
1H(pOpMaLIHHO-TEIEKOMYHIKAIIMHUX (aBTOMaTHU30BaHMX)
cucTeMax;

- 3a0e3medyBaTd BBEJEHHS MIA3BITHOCTI CHCTEMH
YIpaBJIiHHSA JOCTYNOM 1H(GOpMaliifHUX pecypciB i
MPOIIECIB B 1H(pOpMaIIHHO-TEICKOMYHIKAIlIHHIX
cucTeMax.

OcHoBH kibep0Oe3mneku Ta
3axucty iHdopmarii
KiGep3axuct

MepekeBi TEXHOJIOTIT 1
IPOTOKOJIN

Ynpasiinas iHdopMaIiiftHOO
0e3MeKoro

Ludposa creranorpadis

PH12

- 00MpaTH OCHOBHI METOM Ta 3aCO0M 3aXUCTy 1HPOpMaIli]
BIIIOBI1IHO 1o BHUMOT Cy4acCHHUX CTaHIIapTiB
iH(popManiiHoi Ta/abo kibepOe3neku, Ta KpUTEPIiB
O0esneku 1HGOpPMAIIHHUX TEXHOJOTIH, 3aCTOCOBYIOYHU
CUCTEMHMH MiJIX1JA Ta 3HAHHS OCHOB TEOpii 3aXUCTY

iHopMarii;

- BUpINIYBAaTH 3aJadi  YOpPaBIIHHSA  MPOIEIypamMHu
imeHTHdIKAaIi, aBTeHTHIKaIIii, aBTOpU3Aallii,
KOpUCTYBa4iB 1 TpormeciB B  iHQopMamiiHUX Ta

iH(pOopMaLifHO-TEIEKOMYHIKAIHHIX (aBTOMaTHU30BAHUX )

CHCTEMAX;

ExoHoMiKa 1 ynpaBiiHHS
HiAIPUEMCTBOM

KomIutekcHi CHCTEMH 3aXUCTY
iH(popMarii

BupoOHnya npakTuka
CuctemMu TEXHIYHOTO 3aXUCTY
iHdopmarrii
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- TPOEKTYBaTH Ta peai3yBaTh KOMIUIEKCHI CHUCTEMH
3axucTy iH(opmamii B aBTOMATH30BAaHHX CHUCTEMax
opraHizarmii  (IIOPUEMCTBA) BIAMOBIAHO 10 BHMOT
HOPMATUBHUX JTOKYMEHTIB CHCTEMHU TEXHIYHOTO 3aXHCTY
iHdopmarrii;

- BHUpIOIYBaTH 3aj7adyi 3axUCTy IIOTOKIB JaHUX B
iHOopMaIIiHUX, 1H(}OopMaIIHHO-TEIEKOMYHIKAI[IHHUX
(aBTOMaTU30BaHUX ) CUCTEMAX;

- BHW3HaYaTH pIBEHb 3aXMIICHOCTI iH(MOpMAIIHHUX
pecypciB B iHdopmamiiinux Ta  iHdopMarliiitHo-
TEJIEKOMYHIKaI[IHHUX (aBTOMAaTU30BAaHUX) CUCTEMAX;

- BUKOPHCTOBYBATH 1HCTPYMEHTAJIbHI 3aCO0M OIIHIOBaHHS
MOXUTMBOCTI pealtizallii MOTEeHIIWHUX 3arpo3 iHdopmariii,
0 00pOOIIIETHCS B iH(OOPMAIIHHO-TEIIEKOMYHIKAIITHIX
(aBTOMaTH30BaHMUX ) CUCTEMaX.

PH13

- BUpIOIyBaTH  33Jadyi  yHOpaBIiHHSA  IPOIECaMHU
3a0e3nedueHHsT Oe3rmepepBHOCTI Oi3HECY 3 BUKOPHCTAHHAIM
MpOIeyp pe3epBYBaHHS NMPOTPAMHOTO 3a0e3MedeHHs Ta|
Oe3rocepeHbo IHPOpMAIIHHUX PECYPCIB;

- BHpIIIyBaTH 3ajadi KOpPEKLii IJIed, cTparTerii, IaHiB
3a0e3nedyeHHsT Oe3mepepBHOCTI Oi3HEC MPOIECIB Iicis
3iliCHEeHHs Kibeparak, 3001B Ta BiJIMOB Pi3HUX KJIACIB.

- CTBOpIOBAaTHM 1 BIPOBA[)KyBaTH IUJIaHH IMPOILIECY
3a0e3neueHHs Oe3nepepBHOCTI O13HECY;

- BUKOHYBaTH  aHali3  HaJalliTyBaHb  €JEMEHTIB
1H(pOopMaLIHHUX cucTeM Ta KOMYHIKallIiHOTO
o0agHaHHS;

Exonomika 1 ynpaBimiHHS
M1ITPHEMCTBOM

Ynpasiinas iHhopMaIiiftHOO
0e3MeKoro

PH14

- BUpIIIYBaTH 3aJayl CyNpOBOJAY Ta BIPOBAKEHHS
KOMIUIEKCHUX CHCTEM 3aXMCTy iH(QopMalli, a Takox
MPOTUIIl HECAHKLIOHOBAHOMY JIOCTYIy IO pecypciB 1
nporeciB B iHpopmauiiHux Ta  iH(popMaliiHo-
TEJIEKOMYHIKAlIHUX (aBTOMaTHU30BaHUX) CUCTEMAX;

- 3IHCHIOBATH OLIIHKY PiBHS 3aXUIIEHOCTI iH(popMaii 1o
o0pobmnsieTbest B 1H(MOpMAIIHHO-TEIEKOMYHIKAIIHUX
chUcTeMaX BHKOPHCTOBYBAaTH IHCTPYMEHTalIbHI 3acoOu
OLIIHIOBaHHS Ta 1H.) HasABHOCTI  MOTEHI[IIHUX
Bpa3JINBOCTEH;

- BUpIIIYBaTH 3aJayl  YOPaBIiHHA  KOMILJIEKCHOIO
CHCTEMOIO0 3axHucTy iHQopmauii B iH(popMaliifHUX Ta
1H(pOpMaLlIHHO-TEIEKOMYHIKAIIMHUX (aBTOMaTHU30BaHUX)
cucTeMax;

- BHUpIIIYBaTH 3a/Jayl eKCHEpTU3H, BHUIPOOYBaHHS
KOMIIJIEKCHUX CHCTEM 3aXUCTY iHpopmartii

KomruiekcHi CHCTEMH 3aXUCTY
iH(popMmarii

YrpasiiHHS 1H)OpMaLiHOIO
0e31eKoro

PHI15

- BHpIUIYBAaTH 3aJadl TONEPEKEHHS Ta BHUSBIICHHS,
imenTudikaiii, aHamizy Ta pearyBaHHsS Ha I1HIIUJICHTH B
iH(}OopMaIIiHUX, 1H(}OpMaIIHHO-TEIEKOMYHIKAI[IHHUX
(aBTOMaTHU30BaHUX) CUCTEMAX;

- TIPOBOJUTH PO3CIIAYBaHHS 1HIUICHTIB 1H(GOPMAIITHO]
Oesmekn  Ta/abo  kibepOe3nmekun ~— 0a3ylouuch  Ha
HalllOHAJTPHUX Ta MDKHAPOJHHMX PEryIIOIYNX aKTax,

Kibepzaxuct
Ynpasiinas iHpopMaliifHoO
0e31eKoro
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mporeaypax Ta TOJIOKEHHSX B cdepi iHDOpMaIiiHOl
6e3nexu Ta/abo kibepoOesneku;

- 3a0e3mevyyBaTH JIOTPUMAaHHS
KYpPHaIiB ~ peecTpamii  Mmoaii

BCTAHOBJICHUM PIBHEM JIe€Tajli3allii;

[IOJIITUKHA
Ta

BEIECHHS
IHUUIEHTIB 3

PH16

MPOIIECiB
CHCTEMU
3T1THO

- 3abesmeuyBaTH Oe3mepepBHICTb  Oi3HecC

opraHizamii Ha 0a31 Teopii pHU3HKIB Ta
yIpaBliHHSA  iHQOpMaLiiHOIO  Oe3MeKoro,
BITUM3HSHUX Ta MDKHAPOIHUX BUMOT 1 CTaHIAPTIB;

- 3a0e3meuyBaTi (YHKIIOHYBAaHHS CHCTEMH YIPaBIIiHHS
inpopmariiitnoro Ta\abo KiGepOe3meKo opraHisailii Ha
OCHOBI  KepyBaHHA  iHQOpPMAIiiHUMU  PHU3HKaMH,
3MIMCHEHHS POy iX KUIBKICHOTO 1 IKICHOTO OITIHKH;

Ynpasiinas iHpopMaliiftHoO
0e3IIEK0I0

ExoHomika 1 ynpaBimiHHS
MiITPHEMCTBOM

PH17

- aHANI3yBaTW Ta BH3HAYATH MOXIIMBICTH 3aCTOCYBAaHHS
TEXHOJIOTiH, METOAIB Ta 3aco0iB KpunTorpadidHoro
3axucTy iHdopMarii;

- aHaJi3yBaTW Ta BHM3HAYaTH MOXJIMBICTH 3aCTOCYBAHHS
TEXHOJIOTiH, METOMIB Ta 3acO0iB TEXHIYHOTO 3aXHUCTY)|
iHdopmarrii;

- BUSIBJISITA HEOE3IeUHI CUTHAIM TEXHIYHUX 3aCO0IB;

- BHUMIPIOBaTH IapaMeTpu HeOEe3MeYHUX Ta 3aBaJlOBHX
CHUTHAQJIIB MiJ 4Yac I1HCTPYMEHTAJIBHOTO  KOHTPOIIIO
3axXMIIEHOCTI 1HpopMalii BiA BHUTOKY TEXHIYHUMHU
KaHaJIaMU;

- BHM3HauaTH e(EeKTUBHICTb 3aXUCTy iHGopmauii Bix
BUTOKY TEXHIYHUMHU KaHaJlaM{ BIAMOBIAHO 7O BHMOT
HOPMAaTHBHUX JIOKYMEHTIB CHUCTEMHU TEXHIUYHOTO 3aXUCTY
1H(popMmallii;

- IHTepHIpeTyBaTH pe3yJabTaTH MPOBEACHHS CHEIiaIbHUX
BUMIPIOBaHb 3 BUKOPHUCTAHHSM TEXHIUYHUX 3aco0iB,
KOHTPOJIIO XapaKTEPUCTHUK 1H(popMaliitHO-
TEIEKOMYHIKAI[IHHUX CHCTEM BIAMOBIAHO JO BHMOT
HOPMAaTHBHUX JJOKYMEHTIB CHUCTEMHU TEXHIYHOTO 3aXMCTY]
1H(popMmarlii;

- OOIPYHTOBYBaTH MOJXKJIMBICTb CTBOPEHHS TEXHIUHUX
KaHaJiB BUTOKY iH(opmarlii Ha 00’ekrax iHQopmaiiiHoi
MISIIBHOCTI,

- BIOPOBA)KYBaTH 3aX0JU Ta 3aCO0M TEXHIUHOTO 3aXHCTY
iHpopMalii BiJl BATOKY TeXHIYHUMHU KaHAJIAMH;

CucreMu TEXHIYHOTO 3aXUCTY
iHopmarrii

BupoOHnya npakTuka
[lepenarecTariiiina mpakTuKa
BuxonanHs kBautiikaritnol
poboTHn

CrienianbHi po3 i 3
MaTeMaTUKH

OCHOBHU €IEKTPOHIKH
[IpukianHa KPUOTOIOTISA

PH18

- 3a0e3meuyyBaTH MPOIECH MOHITOPHHTY JOCTYIy JO
pecypciB 1 TpoleciB  iHPOpPMaIIiITHO-TEIeKOMYHIKAI[I HHUX
CHCTEM;

- 3abe3neuyBaTd KOH(IrypyBaHHsS Ta (DYHKIIOHYBAaHHS
CUCTEM MOHITOPHHTY pEcypciB Ta TMpOIECiB B
iHpopMalifHO-TEIEKOMYHIKaLIHHIX CHCTEMAX;

YrpainiHHs 1HQOpMaLiifHOO
6e31eKoro

PH19

- BUKOHYBaTH BIIPOBA/DKEHHS Ta MIATPUMKY CHCTEM
BUSIBIICHHS BTOPTHEHb Ta BHKOPUCTOBYBAaTH KOMIUIEKCH
3axucTy Ans  3a0e3nedyeHHs  HEOoOXiMHOro  piBHSA
3axuieHocTi  iHdopmarii B iH(}OopMaIiHUX,

BupoOHuua npakTuka
[lepenarecrariitna mpakTUKa
Buxonanns kBaniikariitnol
poboTu

iH(pOpMaLiifHO-TEIEKOMYHIKAIHHIX (aBTOMaTHU30BAHUX )

Ynpasiinas iHpopMaliiftHoo
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cucTeMax;

- aHami3yBaTH ©€(EKTHBHICTH CHUCTEM BUSBJICHHS Ta
MPOTHIl HECAHKI[IOHOBAaHOMY JIOCTYNy JO PecypciB i
MPOLIECiB B iH(pOpMaIIHHO-TETIEKOMYHIKAIITHIX
cucTeMax;

- aHaJi3yBaTH Ta BIPOBAKYBAaTH CHCTEMH 3aXHCTy Bil
3JI0BMHUCHUX TPOTPAMHUX KOJIIB.

2 BUBIPKOBA YACTHUHA

0€e3IEeK0r0

BusHavaerbcs 3aBasiku BUOOPY 3100yBaYaMH HABYAJIbHUX JUCHMILIIH i3 32a1PONOHOBAHOIO

nepeJky

5 PO3IIOAIT OBCAT'Y ITPOI'PAMU 3A OCBITHIMU KOMIIOHEHTAMU

. =
5 2z Fs
=) e = < -E E
5 OcBiTHili KOMIIOHEHT ;? i S )
S & | S E
| E R
1 2 3 4 5
1 OBOB’SI3KOBA YACTHUHA 180
1.1 Iuka 3arajbHoI MiATOTOBKH 30
31 YkpaiHcbka MOBa 3,0 ic 1
32 [{uBini3amiiiHi nporecu B ykpaiHcbkomy cycrinbetBi | 3,0 | 13 3
33 [HO3emMHa MOBa TpodeciiHOTO CIpSIMYBaHHS 6,0 ic |1;2;3:4
(anrmiiicbka / HiMelbKa / ppaHIly3pKa)
34 I{iHHiICHI KOMTIETEHIII1 axiBIIsI 6,0 ic 7.8
35 di3nyHa KyJabTypa i CropT 6,0 m | 1;2:3:4
5;6;7;8
36 [IpaBo3HABCTBO 3,0 I3 9
37 I{uBinpHa Oe3meka 3,0 ic 14
1.2 uka cneniajbHOI NiATOTOBKH 150
121 bazoei ducyunninu 3a 2any33r0 3HAHL 23
b1 Buia matemartuka 8,0 ic |1;2:3:4
b2 ®di3zuka 8,0 ic |1;2;3:4
B3 Teopis IMOBIpHOCTEH Ta MaTEMaTHYHA CTATHCTHKA 4.0 I3 7:8
b4 ExoHoOMiKa 1 ynpaBIliHHS MIIIPUEMCTBOM 3,0 I3 15
1.2.2 Daxosi 0c8IMHI KOMNOHEHMU 30 CNeYIAIbHICIIO 97
D1 CreniaipHi po3/Iii 3 MAaTEMaTHKU 6,0 ic 7.8
D2 Berym 1o daxy 30 | m 1
@3 [IporpaMyBaHHS 1 AITOPUTMIYHI MOBU 110 | ic |1;2;3;4
D4 OCHOBH €NEKTPOHIKH 50 | m 5,6
D5 Kibepzaxucr 10,0 | ic | 13;14;
15
D6 IadopmariitHi TeXHOJIOTIi 5,0 I3 1:2
D7 MepeskeBi TeXHOJIOT1 1 MPOTOKOIIH 8,0 | ic 7,8




1 2 3 4 5
(05 KommiekcHi cuctemu 3axucty iHpopmarrii 10,0 | ic 15
D9 ApXITeKTypa KOMII I0TEpiB 40 | m3 3;4
®10 |OmepaniifHi CUCTEMHU 6,0 ic 5:6
@11 |Cucremu TEXHIYHOTO 3aXHUCTy iH(popmartii 60 | m3 | 11;12
®12 |[IpukiagHa KpUIITOIOTIS 9,0 ic 9:10;

11;12
@13 | Yopasninas iHGopMaIiiHOK 0e3MeKor0 50 | ic | 13;14
®14 |Iudposa creranorpadis 50 | ic 15
@15 | OcHoBu kibepOe3neku Ta 3axucTy iHdopMmailii 40 | m3 5,6
123 Ilpakmuuna niocomoska 3a cneyiaibHicmo ma 30
amecmayis
I11 [[IpakThka HaBYaJbHA KOMITFOTEPHA 6,0 3 4
I12 [IpakTHKa TEXHOJIOTi9YHA 6,0 I3 8
I13 | BupoOHuya npakTuka 6,0 I3 12
I14 |IlepenarecTariilina mpakTuka 3,0 I3 16
KP |Bukonanns kBamidikariiiHoi podotu 8,5 16
BukonanHs kBanidikaiiiHoi poooTH 0,5 16
BUBIPKOBA YACTHUHA 60
Busznauaerncs 3aBasiku BUOOpY 3100yBavamMu
B HABYAJIbHUX JUCHHILIIH i3 3a1IPONIOHOBAHOT0
nepestiky
Pa3om 3a 000B’A3K0B0I0 Ta BUOIPKOBOIO 240
YaCcTHHAMH

6 CTPYKTYPHO-JIOITTYHHA CXEMA
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ITocnimoBHICTP HaBUYaJNbHOI MiSUILHOCTI 3700yBada 3a JIEHHOK (opMOrO
HaBYaHHA (32 000B’s13K0BOIO yacTrHOIO OIl) Mmogana HUXKYe.

KinbkicTh ocBiTHIX
;“ KOMIIOHEHT, 1110
o 9 = BHKJIAaI0ThCS
2 §| B - . SE| uporarow
g = 2 In¢dpu ocBiTHIX KOMIIOHEHTIB = 5 ~
S| 7 £2 £ 3 Z
~ 2 | 2
= 5}
]
1 2 3 4 5 6 7 8
1 1 1 |31,33,35,F1, B2, 2, 3, ®6 60 8 8 11
2 |33,35,b1,B2, 3, ®6 6
2 3 |32,33,35,b1, B2, @3, ®9 7 8
4 |33,35,b1, B2, ®3, ®9, IT1 7
2 3 5 |35, ®4, 10, D15, (B) 60 4 4 9
6 |35, @4, @10, D15, (B) 4
4 7 |34,35,B3, ®1, 97, (B) 5 6
8 |34,35,B3, @1, d7,112, (B) 6
3 5 9 [36,®12,(B) 60 2 2 4
10 | @12, (B) 1
6 [ 11 | 11, DI12,(B) 2 3
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1 2 3 &) 6 8
12 | @11, D12, 113, (B) 3
4 7 | 13 | @5, P13, (B) 60 2 8
14 | 37, @5, @13, (B) 3
8 | 15 | b4, @5, 8, ©14 4
16 | [14, KP 2
Ilpumimka:

KinpKicTh OCBITHIX KOMIIOHEHT Y YBEpPTSAX Ta CEMECTpax 3 YypaxyBaHHIM BHOIPKOBHX
HaBUaJIbHUX AWCHUILTIH (B) Bu3HaUaeThes micis oOpaHHS HaBYAIBHUX JIUCHUILIIH 3J00yBadaMu

BUILIOT OCBITH




7 MATPULI BIAITOBIJIHOCTI
TaGnuis 1. Matpuiis BiAMOBITHOCTI BU3HAUYEHUX OCBITHBOIO MPOTPaMOI0 KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOT MPOTpamMu

22

KoMnoHeHTH OCBITHROI IpOrpaMu

31

32

33

34

35

36

37

bl

B2

b3

b4

1

D3

D4

D5

D6

D7

D8

D9

P10

P11

D12

P13

D14

P15

112

113

114

KP

KommiereHTHOCTI

K31

D2
*

K32

*

K33

K34

K35

K36

K37

Kd1

K®d2

K®3

K®4

*| %] *| *

K®5

K®6

Ko7

K®8

K®9

X k| k| k| X| ¥| X

K®d10

Kdl11

Kd12

*| %




Ta6mui 2. MaTpuiis BiIMOBIAHOCTI pe3yJIbTaTiB HABYaHHS KOMIIOHEHTaM OCBITHBO1 ITpOorpaMu

23

KoMmnoHeHTH OCBITHBOI TPOrpaMu

31

32

33

34

35

36

37

bl

b2

b3

b4

1

D2

D3

D4

D5

D6

D7

O]

D9

P10

P11

D12

P13

D14

P15

112

113

114

KP

PeSynLTaTI/I HaBYaHHA

PHI1

*

PH2

*

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PHI10

PHI1

*| %] *| *

PHI2

PHI13

PHI14

PHI15

PHI16

| k| k| *

PH17

PHI18

PHI19

*| *
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8 IPUKIHLEBI ITOJIOXXEHHA

[Iporpama po3pobsieHa 3 ypaxyBaHHSIM HOPMATHUBHUX Ta I1HCTPYKTUBHHUX
MatepiajliB MI>)KHAPOJIHOTO, Tajly3€BOro Ta JeP’KaBHOTO PiBHIB:

1. [TonoxxeHHsT MPO aKPEIUTAIlII0 OCBITHIX IPOTpaM, 3a SKUMH 3IHCHIOETHCS
I1JrOTOBKA 3/100yBayviB BUIIO1 OCBITH, 3aTBepkeHe Hakaszom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 11 jumus 2019 p. Ne 977. 3apeectpoBano B MiHiCTepCTBI
foctunii Ykpainu 08 cepmusa 2019 p. 3a Ne 880/33851. [Enexrponnmii pecypc].
https://zakon.rada.gov.ua/laws/show/z0880-19.

2. Kputepii owiHIOBaHHS SIKOCTI OCBITHBOI mporpamu. Jlomartok mo IlomoxxenHs
PO aKpeaUTAalLlll0 OCBITHIX MPOTPaM, 3a SKUMHU 3A1HCHIOETHCS MIITOTOBKA 37100yBayiB
BUIIOI ocBiTH (MyHKT 6 po3miny I). [Enekrponnuit pecypc]. https://naga.gov.ua/wp-
content/uploads/2019/09/Kputepii.pdf.

3. Ksgir Cepriit. JlopoxHs kapTa peopMyBaHHs BUIIOI OCBITH YKpaiHu. OCBITHS
noJrituka. [Topran rpomancekux excrieptiB. [EnexTponnuii pecypce]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

4. I'mocapiii. HamioHanpHe areHTCTBO 13 3a0€3MEYEHHS SKOCTI BHINOI OCBITH.
[Enexrponnmii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1
%96%d0%b9.pdf.

5. JloBimHHK KOpUCTYyBaua €KTC [EnexTpoHHMI pecypcl].
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

6. 3akon  VYkpaimm «lIpo Bumy ocBity» [EnextponHmii  pecypc].
https://zakon.rada.gov.ua/laws/show/1556-18.

7. 3akoH Ykpainu «IIpo OCBITY» [ EnmexTpoHHMI pecypcl].
https://zakon.rada.gov.ua/laws/show/2145-19.

8. JIuct MinictepcTBa ocBiTH 1 Hayku Ykpainu Bix 28.04.2017 p. Nel/9-239
I0JI0 BUKOPUCTAHHS y POOOTI 3aKiIajliB BUIOI OCBITH MPUMIPHUX 3pa3KiB OCBITHIX
porpam.

9. MetoauuHi pekoMeHaIli MO0 PO3POOJICHHS CTaHIAPTIB BUINOi OCBITH,
3aTBEp/KEHI Haka3oM MiHicTepcTBa ocBith 1 Hayku Ykpainu Big 01.06.2016 p.
Ne 600 (31 3MiHaM#).

10. Cranmapt BUIOI OCBITH IMJATOTOBKM ©OakajaBpa 31  CIEHIaIbHOCTI
125 «Kibepoesneka». CBO-2018. — K. : MOH VYxkpainu, 2018. — 19 c. — Breaeno B
nito HakazoM MOH Vkpainu Big 04.10.2018p. Ne 1074.

11. IlocranoBa Kabinery MinictpiB Ykpainu Bin 30 rpyaas 2015 p. Ne 1187
«IIpo 3arBepmxenHs JlieH31MHUX yMOB TIPOBAIXKEHHS OCBITHBOI JISUIBHOCTI
3akianiB ocsiTiy. hitp://zakon5.rada.gov.ua/laws/show/1187-2015-n/page.

12. Jluct MinicTepcTBa OCBITH 1 Hayku Ykpainu Big 05.06.2018 p. Nel/9-377
1010 HAaJIaHHS PO3’SICHEHb CTOCOBHO OCBITHIX IIPOTPaM.

13. [lonoxenHss Tpo oOpraHizaililo OCBITHHOrO mporecy HamioHanbHOTO
TEXHIYHOTO yHiBepcuteTy “/IHimpoBchka nmomitexHika” Big 25.10.2019 p.

14. Tlonoxenns npo (GopMyBaHHS TEpeiKy Ta oOpaHHs HaBUAJIbHUX JAMCLHUILIIH



https://zakon.rada.gov.ua/laws/show/z0880-19
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
https://naqa.gov.ua/wp-content/uploads/2019/09/Критерії.pdf
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://zakon.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/2145-19
http://zakon5.rada.gov.ua/laws/show/1187-2015-п/page
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3no0yBayaMu  BHINOI  OCBITM  HarioHanpbHOTO ~ TEXHIYHOTO  YHIBEPCUTETY
“JlninpoBcbka nomiTexHika” Bix 17.01.2020 p-

15. Tlonoxxenus npo  MOPSZIOK peamizaliii mpaBa Ha aKaz[eMquy MO61J’IBHICTB
HamionaneHoro TexHIYHOTO YyHiBepcUTeTy “J{HIMpOBChKA TMOMITEXHIKA”  BiA
19.04.2018 p.

16. IIpo BHeceHHS 3MiH 0 MEpETiKy rajxy3el 3HaHb 1 CHEIIaIbHOCTEH, 3a SKUMU
3MIACHIOETHCS MIArOTOBKAa 3100yBauiB Bumoi ocBith / IlocranoBa KaGinety
MiHICTpiB Ykpainu Big 16 rpynus 2022p. Ne 1392.

OcBiTHS mporpaMa ONPUITIOJTHIOETbCSI HAa CaWTlI YHIBEPCUTETY JO MOYATKY
IpUIOMY CTY/ICHTIB HA HABYAHHS.

OcBiTHs Iporpama MOIIUPIOETHCS Ha BCl Kaenpu yHIBEPCUTETY Ta BBOJUTHCS
B 1110 3 01 BepecHs 2023 poky.

Tepmin aii OCBITHROI IIPOrpaMu HE MOXKE TNepeBullyBaTtd 3 poku 10 micsiiB
Ta/ab0 mepion akpeautaiii. OCBITHS Mporpama MiJJIsirae neperisay BiAMOBIIHO 0
3MIH HOpMaTUBHOI 0a3u YKpaiHu B cdepl BUIIOI OCBITH, ajle HE PIJIIE OJHOTO paszy
Ha pIK.

BianoBianeHICTh 3a SIKICTh Ta YHIKQJIbHI KOHKYPEHTHI MEpeBaru OCBITHHOI
IPOrpaMu HECe TapaHT OCBITHHOI MPOTPaMHU.



HaBuanrpHe BugaHas

I'epacina Onekcanapa BonogumupisHa
Kopuienko Banepiii [BanoBuu
Karaniii Tersauna CraniciaBiBHa
Kpyuinin Onexcanap Bonoaumuposuy
Tumodeen Imutpo CepriiioBuu
boituenko Onexcanap OnekcaHApOBUY

OCBITHbO-IPO®ECIMHA IMTPOI'PAMA «KIBEPBE3IEKA»
BAKAJIABPA
CIIEIIAJIBHOCTI 125 KIBEPBEE3IEKA TA 3AXUCT IH®OPMAIIIL

EnextpoHnuii pecypc

Bupnano
y HaltioHalbHOMY T€XHIYHOMY YHIBEPCUTETI
«JIHITPOBCHKA MOJIITEXHIKaY.
CainonTBo nipo BHeceHHs 10 JlepkaBHoro peectpy JAK Ne 1842 Bix 11.06.2004.
49005, m. JIainpo, npoct. Jimutpa SABopHHIIBKOTO, 19.



Penensis crelikxonaepa
Ha ocBiTHBO-podeciiiny nporpamy «KiGepOesnexa»
niarorosku 6akajaspis 3i cnenianbHocTi 125 «KiGepOesneka Ta 3aXucT
ingopmauii» B HTY «/IHinpoBcbka noJiTexnika»

OCHOBHUM 3aBJIaHHAM Cy4YaCHHX 3aKJIa/iB BUIIOI OCBITH € HaJaHHA SKiCHOI OCBITH
Yepe3 BIPOBA/UKCHHsS KOMIIETEHTHICHOTO MiIXOMy, OCKUIBKM #oro peamizaris
nepen6adae GopMyBaHHS 3aTHOCTI 10 BUKOPHCTaHHS 300y THX OCBITHIX 3HAHb, BMiHb
y mpodeciiiniil npakruyHiit migrorosui. OcBiTHS nporpama nepen6adae hopMyBaHHS
3aralbHAX Ta CHelialbHUX KOMIIETEHTHOCTEH, L0 BUPINIYEThCA 4YEpe3 HABYAHHS Ta
TIPaKTHYHY T1iATOTOBKY, SIKi Bi/{0yBaIOThCS y aKTHBHOMY OCBiTHBOMY CEPEIOBHILL.

TIpoBenenuit anaii3 mokasye, 1o ocBiTHRO-Npodeciiina mporpama (OIII) vitko
CTPYKTYpOBaHa i MicTuThb: onuc npodino mporpamu; nepenik komnonentis OINII ta ix
JNOTiYHy MOCHiOBHICTH; (opMHu arecTaiii 3700yBaviB BHUIOI OCBITH; MATPULIO
BimoBimHOCTI mporpamHMx —KommereHTHocTedl kommoneHtam  OINI;  Tabnuigo
3a0e3medeHHs ITPOrPaMHUX  pe3yJbTaTiB HABYaHHS  BiANOBIZHUMM  OCBITHIMH
KOMITOHEHTaMH.

[IporpaMa Mae Ha MeTi MAroTOBKY (axXiBIiB, 3/[ATHMX BUKOPHCTOBYBATH i
BIPOBaKYBaTH TEXHOJOTI iH(popManiiiHoi Ta/abo KiGepOesrneKHu. [i peanizauis
3JUIHCHIOETHCS Yepe3 (popMyBaHHs y BUILY CKHUKIB 3[aTHOCTI BUPIIy BaTH CrIeNiali30BaHi
3az1a4i Ta IpaKTHuHi mpob6iemy iHdopMalliiiHoi Ge3nexu, 3aXUIIeHOCTi iHpOpPMaLIHHOTO
i KiGepmpocTopiB JiepkaBu B LioMy aGo OKpeMux cyG’ekTiB iX iHppacTpyKTypH Bix
PU3UKY CTOPOHHBOTO KiOEpHETHYHOTO BIUIHBY. '

3aciyroBy€ Ha yBary 4iTKe BH3HAYEHHs Pe3ylbTaTiB OCBITHBOI AisibHOCTI. Jlo
OCHOBHHX KOMIIETEHTHOCTel 3100yBadiB BHINOI OCBITH BiJHECEHO IHTErpajbHY
KOMIIETEHTHICTb, SK 3JATHICTh PO3B’A3yBaTH CIel[iani30BaHi 3aJadi Ta MpPaKTUYHI
npoGnemu y ranysi 3abesmedeHHs iHpopmanilinoi Gesnexu i\ab6o kiGepGesnekw, IIo
XapaKTepU3yeThCs KOMIUIEKCHICTIO Ta HENOBHOIO BH3HAYEHICTIO YMOB. AHaii3
pecypcHoro 3aesnedeHHs CBIIYHTH NP0 JOCTAaTHIO TPAKTHYHY CIPSIMOBAHICTh
npodeciitHoi MiAroTOBKY, a TAKOX CTBOPEHHs CY4acHOIO OCBITHBOIO CEPEJIOBHINA, IO
BIAMOBiNac YMHHUM HOpMaM i 3abe3ledye NPOBEJEHHS BCIX BU/IB HABYAJBHOI Ta
HayKOBO-OCIIi IHULBKOI POOOTH CTY/ICHTIB.

OcBiTHbO-TIpodeciiina mporpama BiAIOBiJae CTaHAAPTy BHINOi OCBITH 32
cemanphicTio 125  «KiGepOesmeka Ta 3axucT iHpoOpMalii» JUii  MEPIIOro
(GakanaBpchKoro) piBHS BHLIOI OCBITH Ta MiCTHTh OOOB’A3KOBi Ta BHOIPKOBI
KOMITOHEHTH, Tlepe0ayae JOCTaTHIO KiIbKICTh Yacy Ha IMiArOTOBKY CTyIEHTIB.

Vce BUILIEBHKIANEHE JA€ IMiJCTaBU ISl BACHOBKY, IO IPEJCTaBIeHa OCBITHBO-
npodecifina nporpama MIiCTHTH yci HEOOXifHi KOMIOHEHTH, BiAIOBifA€ CTAHIAPTY
BUINOI OCBITM Ta BHMMOraMm 0 pPO3pOOJIEHHS OCBITHIX NpOrpaMm i, TaKMM YHHOM,
PEKOMEHJIY€eTbCs JUIs  BIpOBajukeHHs B ocBiTHi mnpomec HTY  «JlHinmpoBchka
MO TeXHIKay.

Creiikxonaep:




PELIEH3151
Ha oceiTHLO-npodeciiiny nporpamy «Kibepbeinexa» nigroroekn dakanaepie
3i cnenianbuoceri 125 «Kidephesnexa Ta 3axuct indopmaniin B
Hauionaasnomy rexaivnomy yuisepeureri «/lninposceka nonirexnikan

CyuacHuil piBeHbs 3acTOCYBAHHA PisHHX 1HQOpMALIHHUX TEXHOIOMA ¥y BCIX
cihepax  HHTTEQMIBHOCTI NOTpedye NIABHIICHHS pPIBHA  DE3NEKH  Ta  3AXHCTY
iHdopmanii, wo mae oD Y CYCHUILCTBI, NANPHEMCTBAX, YCTAHOBAX TAOPraHIZaLIAX
PisHUX GOopM BIACHOCTH.

Takum unHOM, OCBITHBO-npOdeciiina nporpama «Kidepbeaneka» maroToBKH
Dakanaspis 31 cnewlansHoctl 125 «Kidepbeanexa ta saxucT iHpopManiis, 1o nojaHa Ha
poarig, € He3yMOBHO BAAIHBOK T4 AKTYAIBHO.

Merow oceiTHeO-npodeciiinol nporpaMi € mgroToska (Qaxisuie, 30ATHHX
BHEOPHCTOBYBATH 1 BIPOBALKYBATH TexHOM0MT iHopmamiiinol ra/abo kibepheaneku
I PO3B'A3AHHA CHCLIANIS0OBAHMXY NPAKTHUHHX 3aBjJaHb 1HGOpMauiiHol Desnexn,
npodinakTHEl HUHAeHTIE KiDepDesnekn 1 npotuani xidepartakaM, vy TOMY YW, B
IHTEpeCcax JACpKaBHUX OPraHi3anii Ta yeTaHos.

OCBITHEO-HAYKOBA NporpaMa po3polUicHA HA OCHOBI CTAHJAPTY BHILOT OCBITH 3a
crnewlansricTo 125 Kibepbesnexa s neporo (Dakalaspeskoro) plsHsa BHILOT OCBITH.
Bona nepeabavae QopMyBaHHA 3AralkHHX T4 CHCLIANBHMX KOMICTCHTHOCTCH, WO
BHPILYETBCS YCPE3 HABUAHHA T4 OPAKTHUHY [AI0TOBKY.

Ilepenik  KOMIOHEHTIE OCBITHBOT [pOrpaMM T4 iX JOMYHA [OCHI0BHICTE
BIANOBIAAKTE POIMATTTI) BHMOT poDOTOAABUIE pisHHX (Gopw BracHocTl. CTPYETYPHO-
NOT4MHA CXEMA MAE 3ABCPLUICHY CTPYKTYPY, L0 NOZMTHBHO BIUIMBAE HA SKICTH T4 PIBCHL
3ACBOCHHA HABYANBHOIO MaTEplany 3000yBauaMi BHILOT OCBITH.

OceiTHA nporpaMa MICTHTE 0008 43K0B1 T4 BUDIPKOBI KOMIIOHCHTH 1 nepeabauae
AOCTATHE KUIBKICTE YACY HA TCOPETHYUHY 1 NPAKTHUYHY IANOTOBKY CTY/ACHTIB.

Beamaw, wo ocsiTHeO-npodeciiina nporpama  «Kibepbesnekan maroToeku
Dakanaspie 31 coewlansroctt 125 «Kibepdesnexa  ta saxmer  Hdopmamiv
HauioHansHOro TexXHIMHOIO yHIBepeHTeTY «/|HINpOBCEKA NOMITEXHIKA» € CBOEYACHOH,

HNEPCHCKTHEHOK TA BIANOBLAE BCIM 3anuTam cyuachoro ceiry I'T npocropy.

Hupexrop TOB
«Crienians i 3axucHi
CHCTEMH

B.M.Ecin




